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HDIAC Overview

What is the Homeland Defense & Security Information Analysis
Center (HDIAC)?

One of three Department of Defense Information Analysis Centers

Responsible for acquiring, analyzing, and disseminating relevant scientific
and technical information, in each of its eight focus areas, in support of the
DoD and U.S. government R&D activities

HDI ACO6s Mi Ssi on

Our mission is to be the go-to R&D/S&T and RDT&E leader within the
homeland defense and security (HDS) community, by providing timely and
relevant information, superior technical solutions, and quality products to the
DoD and HDS Communities of Interest/Communities of Practice.
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HDIAC Overview

HDIAC Subject Matter Expert (SME) Network

HDIAC SMEs are experts in their field(s), and, typically, have been
published in technical journals and publications.

SMEs are involved in a variety of HDIAC activities

A Authoring HDIAC Journal articles

A Answering HDIAC Technical Inquiries

A Engaging in active discussions in the HDIAC community
A Assisting with HDIAC Core Analysis Tasks

A Presenting webinars

If you are interested in applying to become a SME, please visit HDIAC.org
or email info@hdiac.org.
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Presenters

Shuowen (Sean) Hu, Ph.D.

Dr. Shuowen (Sean) Hu received the B.S. in electrical and computer engineering from Cornell
University in 2005, and a Ph.D. in electrical and computer engineering from Purdue University in
2009. He was awarded the Andrews Fellowship to study at Purdue University. Following
graduation from Purdue University, he joined the U.S. Army Research Laboratory (ARL) as an
electronics engineer in the Image Processing Branch. His current research focus is on cross-
spectrum face recognition as well as on target detection and classification.

Nathan Short, Ph.D.

Dr. Nathan Short is a Lead Scientist at Booz Allen Hamilton. He received his M.S. and Ph. D.
degrees in Computer Engineering from Virginia Tech in 2012. He conducts research and
development in computer vision, image processing and machine learning, supporting government
organizations within DoD, DHS, DOJ, and the IC. His experience includes R&D of imaging
systems for unmanned vehicles, multi-biometric solutions for mobile and traditional assets as well
as developing next generation human identification technology to support forensic and ISR
applications.

Ben Riggan, Ph.D.

Dr. Ben Riggan received the B.S. degree in computer engineering from N.C. State University in
2009, and M.S. and Ph.D. degrees in electrical engineering from N.C. State University in 2011
and 2014, respectively. After finishing his Ph.D., he was awarded a postdoctoral fellowship at the
U.S. Army Research L a b o r a tinmgeyRracessing Branch, where he worked on face
recognition. Currently, he works for the Networked Sensing and Fusion Branch of the U.S. Army
Research Laboratory. Dr. Riggan's research interests are in areas of biometrics and fusion, which
leverage his expertise in image/signal processing, computer vision, and machine learning.
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Biometrics

Merriam-Websterdictionary: Measurement and analysef unique physical behavioral
characteristics, especially as a means of verifying personal identity.

Seven factorgJain et al., 1997)

0 Universalityevery individual should possess the trait

Uniquenessdiscriminativebetween individuals

Permanencedegree of invariance to the passage of time

Measurability/collectability

Performance

Acceptability High
Circumvention(e.g., spoofing, presentation attack) (Admissible in
Established Court)
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Biometric modalities:

0 DNA

Fingerprint

Iris

Face

Voice

Soft biometrics gait/anthropometry, scars marks tattoos (S)yiéar

Performance
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Motivation for Infrared Face Recognition Oft-angle Pose

Variable lllumination Low Resolution
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Heavy
Cosmetics
Use

Insufficient
Hlumination
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Infrared Face Recognition

Exploit infrared faciadignatures focrossspectrumface recognition, matching against visible
spectrumgallery databases

Benefits:

A Infrared (IR) light invisible to human eye, illumination independent

A Near (N) and Short Wave (SW) IR features highly correlated with visible band, but require active illuminatior
(detectable) in lowlight environments

A Mid Wave (MW) and Long Wave (LW) IR sensors operate passively without external illuminator, lack
corresponding details with visible

A Polarimetriethermal provides more detail through passive acquisition

0.40.75 & 0.751.4* & 143" a 38 & 8-15' a 7.511.17 a

Recognition
Performance

Well-Correlated

Acquisition
I  Covertness
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Polarimetric Face Recognition Stokes Vector

Advantages:
Polarimetric LWIR provides key textural and geometric facial details not present in
conventional thermal face signature

Polarimetric characteristics:
A Measures emission intensity at different polarizatistates

A Stokes vectors describe preferred polarizatgiate of captured light
A Degree of Linear PolarizatioDdLP used to approximate amount of linearly So=1lo+
polarized light emitting from a source Sy =lp =
A Provides information about surface texture and orientation of surface normal with S, = I,s — I_4s
respect to viewing angle \/ﬁ
=F 1
ConventionalTHhenmmal Polarimetric limages DoLP = %
0

[ \

T YV {e"m

hdiac.org




H m Homeland Defense & Security
Information Analysis Center
seeeet
Invariance to Makeup/Cosmetics

The problem of cosmetic changes in appearance:

A Facial cosmetics significantly compromises face recognition algorithm performance in the visik
spectrum (Eckert et al., 201@hen et al., 2013antcheveet al., 2012)

A Polarimetric thermal imaging is dependent on surface normal orientation, and is therefore
relatively unaffected by application of mak, as initial experiments show

CAMOUFLAGE PAINT COSMETIC MAKEUP EXTREME DISGUISE

Without and with camouflage paint Without and with cosmetic makeup Without and with extreme disguise

Cosmetics significantly
change face signature
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Face signature relatively
unaffected by cosmetics
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