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Introduction
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HDIAC Overview

What is the Homeland Defense & Security Information Analysis 
Center (HDIAC)?

One of three Department of Defense Information Analysis Centers

Responsible for acquiring, analyzing, and disseminating relevant scientific 
and technical information, in each of its eight focus areas, in support of the 
DoD and U.S. government R&D activities

HDIACôs Mission 

Our mission is to be the go-to R&D/S&T and RDT&E leader within the 
homeland defense and security (HDS) community, by providing timely and 
relevant information, superior technical solutions, and quality products to the 
DoD and HDS Communities of Interest/Communities of Practice.
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HDIAC Overview

HDIAC Subject Matter Expert (SME) Network

HDIAC SMEs are experts in their field(s), and, typically, have been 
published in technical journals and publications. 

SMEs are involved in a variety of HDIAC activities

Å Authoring HDIAC Journal articles

Å Answering HDIAC Technical Inquiries

Å Engaging in active discussions in the HDIAC community

Å Assisting with HDIAC Core Analysis Tasks

Å Presenting webinars

If you are interested in applying to become a SME, please visit HDIAC.org 

or email info@hdiac.org.
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Biometrics

Merriam-Websterdictionary: Measurement and analysisof unique physical behavioral 
characteristics, especially as a means of verifying personal identity.

Seven factors(Jain et al., 1997):
ü Universality:every individual should possess the trait
ü Uniqueness: discriminativebetween individuals
ü Permanence: degree of invariance to the passage of time
ü Measurability/collectability
ü Performance
ü Acceptability
ü Circumvention(e.g., spoofing, presentation attack)

Biometric modalities:
ü DNA
ü Fingerprint
ü Iris

ü Face
ü Voice
ü Soft biometrics: gait/anthropometry, scars marks tattoos (SMT), ear
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Motivation for Infrared Face Recognition

Variable Illumination Low Resolution
Off-angle Pose

Insufficient 
Illumination

Heavy
Cosmetics
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VIS NIR SWIR MWIR LWIR Polarimetric
0.4-0.75‘ά 0.75-1.4‘ά 1.4-3‘ά 3-8‘ά 8-15‘ά 7.5-11.1‘ά

Recognition 
Performance

Acquisition 
Covertness

Well-Correlated

Fully Passive

Infrared Face Recognition

Exploit infrared facial signatures for cross-spectrumface recognition, matching against visible 
spectrumgallery databases

Benefits:
Å Infrared (IR) light invisible to human eye, illumination independent
Å Near (N) and Short Wave (SW) IR features highly correlated with visible band, but require active illumination 

(detectable) in low-light environments
Å Mid Wave (MW) and Long Wave (LW) IR sensors operate passively without external illuminator, lack 

corresponding details with visible
Å Polarimetric-thermal provides more detail through passive acquisition
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Advantages:

Polarimetric LWIR provides key textural and geometric facial details not present in 
conventional thermal face signature

Polarimetric characteristics:

Å Measures emission intensity at different polarization-states

Å Stokes vectors describe preferred polarization-state of captured light

Å Degree of Linear Polarization (DoLP) used to approximate amount of linearly 
polarized light emitting from a source

Å Provides information about surface texture and orientation of surface normal with 
respect to viewing angle
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Invariance to Makeup/Cosmetics
The problem of cosmetic changes in appearance:

Å Facial cosmetics significantly compromises face recognition algorithm performance in the visible 
spectrum (Eckert et al., 2013; Chen et al., 2013; Dantchevaet al., 2012)

Å Polarimetric thermal imaging is dependent on surface normal orientation, and is therefore 
relatively unaffected by application of make-up, as initial experiments show 

P
o

la
ri

m
e
tr

ic
  
  
  

  
  

  
  

 V
is

ib
le

 S
p

e
c
tr

u
m

Cosmetics  significantly 
change face signature

Face signature relatively 
unaffected by cosmetics

Without and with extreme disguiseWithout and with cosmetic makeup

COSMETIC MAKEUP EXTREME DISGUISE

Without and with camouflage paint

CAMOUFLAGE PAINT


