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Message from the Director

Stuart Stough 
HDIAC Director

Over the last quarter, our Subject Matter 
Experts (SME) have continued to advance 
the Homeland Defense & Security Infor-
mation Analysis Center’s (HDIAC) mis-
sion through their respective Research 
and Development (R&D) and Science and 
Technology (S&T) contributions in all eight 
of HDIAC’s focus areas. HDIAC SMEs 
are recognized experts from industry, ac-
ademia, and throughout government—in-
cluding the Department of Defense (DoD), 
Department of Energy (DOE), the Nation-
al Aeronautics and Space Administration 
(NASA), and others. 

In addition to contributing to the HDIAC 
Journal, our SMEs have recently present-
ed at conferences on behalf of HDIAC, 
provided trainings through our webinar 
platform, contributed to our Tech Talk 
video series, authored Spotlights, and 
supported Technical Inquiries and Core 
Analysis Tasks.  

As technologies progress through the 
R&D lifecycle, HDIAC engages its Com-
munities of Interest (COIs) and Communi-

ties of Practice (COPs) by attending and 
presenting at conferences and symposia 
dedicated to relevant technical develop-
ments with potential military or govern-
ment application. In May, HDIAC attended 
the Special Operations Forces Industry 
Conference (SOFIC) to engage in techni-
cal discussions regarding the Biometrics, 
CBRN Defense, and Medical focus areas. 
In late June, HDIAC presented at the Bio-
defense World Summit with HDIAC SME 
Thomas Spencer from the Georgia Insti-
tute of Technology, regarding a Biomimet-
ic Nose for Airborne Chemical Detection 
and Bubble-Based Underwater Chemical 
Sensing. HDIAC also displayed scientific 
posters from Mr. Spencer on these topics 
during the CBRN Defense Conference & 
Exhibition in late July.

HDIAC Webinars are a valuable platform 
for reaching our vast user community, as 
they offer unique training opportunities 
and technically-focused discussions re-
garding novel R&D and S&T advances. 
In June, HDIAC SME and Defense Threat 
Reduction Agency (DTRA) research mi-
crobiologist Cory Bernhards, Ph.D., pre-
sented on the topic of Biological Agent 
Detection for the Warfighter in support of 
our Weapons of Mass Destruction focus 
area. Because HDIAC consistently seeks 
ways to support the mission of DoD agen-
cies while also pursuing broader areas 
for collaboration, HDIAC SME and NASA 
Johnson Space Center engineer Ray-
mond Wagner, Ph.D., presented our July 
webinar on RFID for Continuous Monitor-
ing in Dynamic Environments. Through 
this webinar, HDIAC was able to lever-
age advances from NASA to support our 
COIs and COPs in Critical Infrastructure 
Protection (CIP), Medical, and Homeland 
Defense & Security.

Social media platforms—particularly  
Twitter, LinkedIn, and YouTube—have  
become some of the most effective ven-

ues for reaching audiences and engage 
users. Across these platforms, HDIAC 
also publishes Tech Talks—short videos 
detailing relevant and timely R&D and 
S&T advances—that showcase exper-
tise from our SMEs across all eight focus 
areas. In August, we published a CIP-fo-
cused Tech Talk, Engineering Resilience 
into the Electric Grid, in which Fangxing 
Li, Ph.D., the James McConnell Professor 
in the Department of Electrical Engineer-
ing & Computer Science at the Univer-
sity of Tennessee, Knoxville, highlighted 
novel analytical and simulation tools that 
can help secure the nation’s electric grid 
against interruptions in service.

In this issue of the HDIAC Journal,  
HDIAC SMEs from Mississippi State Uni-
versity also discuss critical infrastructure 
issues in the energy sector. Hariteja Nan-
dimandalam, Umesh Ghimire, and Veera 
Gnaneswar Gude, Ph.D., of the Civil and 
Environmental Engineering Department, 
discuss technologies for monitoring crude 
oil and natural gas pipelines to detect and 
prevent hydrocarbon leaks. They present 
the results of early tests on their microbial 
electrochemical biosensor capable of de-
tecting and identifying multiple types and 
grades of hydrocarbons.

HDIAC’s SMEs are an integral ele-
ment of our Basic Center of Operations. 
From responding to Technical Inquiries, 
supporting our project-focused Core  
Analysis Tasks, to contributing to the HDIAC  
Journal and other publications, our vol-
unteer SMEs bring the knowledge and 
experience required to rapidly address 
the R&D and S&T needs and challeng-
es of HDIAC’s DoD customers and 
clients. If you are interested in join-
ing our SME network, please apply at:  
www.hdiac.org/sme_network/. 
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The appeal of automatic facial and voice 
recognition is growing as such methods be-
come more accurate and widely available. 
On the civilian side, Alipay and MasterCard 
deploy facial-based authentication in order to 
validate customer access to online financial 
accounts. The U.S. Department of Defense 
(DoD) is reportedly “shifting the use of bio-
metrics from just law enforcement to iden-
tity and access management”—preparing 
to integrate these methods into Common 
Access Cards (CAC) for physical and logical 
access [1]. CACs are used by uniformed ser-
vice members, DoD civilian employees, and 
certain contractor personnel [2]. In 2016, the 
DoD Defense Manpower Data Center es-
timated that it had issued 2.8 million CAC 
cards the year before—each a potential point 
of vulnerability for future biometric spoofing 
[2]. 

Meanwhile, several other components of 
DoD are seeking to implement biomet-
ric-based security and identity-verification 

capabilities. For example, the Defense Ad-
vanced Research Projects Agency (DARPA) 
is investigating the use of facial data for ac-
tive (passwordless) authentication. And the 
Defense Information Systems Agency is re-
searching the simultaneous use of multiple 
biometrics measures on mobile devices, with 
facial recognition included [3].

Unfortunately, facial- and voice-based au-
thentication systems are still plagued by a 
wide range of impersonation attacks. Studies 
have shown that singular approaches to bio-
metric authentication (such as face or voice 
alone) can easily be acquired from publicly 
available samples and manipulated with 
common editing tools to appear live—effec-
tively impersonating the victim. 

Many cloud-based facial- and voice-rec-
ognition systems can be defeated by the 
crudest impersonation attacks. So how can 
we defend against malicious biometric im-
personation and provide better security to 
user authentication solutions? We propose 
the use of a real-time CAPTCHA system, or 
rtCaptcha, that combines facial and/or voice 
authentication requirements with a dynamic, 
“liveness”-based CAPTCHA challenge. Such 

a system prevents impersonators from know-
ing in advance how to circumvent standard 
CAPTCHA defenses.

Current Attack Methods

There are two common attack forms against 
bio-authentication systems: presentation 
attacks and compromising attacks. Depend-
ing on the usage scenario, the relevance of 
different attacks varies (see Figure 1). For 
example, if the system is used to control 
physical access, the integrity of the authenti-
cation device and its communication with the 
backend server can be guaranteed; the at-
tacker must perform a presentation attack. In 
this case, employing extra sensors and bet-
ter analysis of the captured data can improve 
the security. Examples of work in this direc-
tion include infrared to distinguish real skin 
from masks [4], pulse, blood circulation, or 
subtle head movement as liveness detection 
[5], or the recent FaceID on iPhone-X, which 
uses both infrared and depth-sensing tech-
nology to distinguish real faces from masks.

However, for logical/remote access, since 
the authentication device could be jeopar-
dized, compromising attacks become more 
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relevant and dangerous. Not only can the at-
tacker directly feed maliciously crafted data 
into the authentication server (and thus over-
come physical limitations of a presentation 
attack), but they can also read all the sensors 
to learn what data the server expects, then 
ship this data to another device. As such, de-
fenses that respond to these threats by em-
ploying more sensors and better analyzing 
data are unlikely to defeat such attacks.

Figure 1. Attack channels specified by ISO/IEC 3017-1 standard and possible spoofing media 
types deployed via these channels. CHpa and CHca represent presentation and compromising 
attack channels respectively.

The digital, remote nature of compromising 
attacks also means they can be automated 
to achieve large-scale impersonation. In fact, 
as noted in a 2017 report released by the Of-
fice of the Deputy Assistant Secretary of the 
Army for Research & Technology, recently 
developed tools can be used to automatically 
impersonate someone by generating high fi-
delity voice or video of that victim from stolen 
or publicly available samples [6]. 

These tools include deep learning-based 
speech synthesizers [7, 8]; Face2Face, a 
real-time facial expression reenactment tool 
[9]; Deep Video Protraits, a photo-realistic 
full 3D face expression, head position and 
rotation, and eye gaze and blinking synthe-
sizer [10]; and Lip Sync, a 3D face synthe-

sizer that syncs targeted lips from an audio 
source [11]. 

Furthermore, we tested the most popular 
cloud-based facial- and voice-recognition 
services, and our study (presented here) 
shows that all can be defeated by the crud-
est impersonation attacks; mainly because 

these systems are not built with sufficiently 
high security features in mind.

Evaluating the Security of 
Existing Systems

Before building a new solution, we first 
worked to demonstrate the severity of com-
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promising attacks—particularly for authenti-
cation systems that are built on top of existing 
cloud-based facial- and voice-recognition 
services. We evaluated four facial recogni-
tion systems: Microsoft Cognitive Services, 
Amazon Rekognition, Face++ (used by Al-
ipay), and Kairos. We also evaluated the 
voice-only speaker verification system from 
Microsoft. 

Figure 2. Genuine and spoofed versions of a full-face, frontal image of a subject from our face 
authentication database.

We obtained sample videos of 10 differ-
ent subjects from the Chinese Academy of 
Sciences Institute of Automation Face An-
ti-Spoofing Database, used extensively by 
biometrics researchers worldwide [12]. For 

each subject, we used frames from one 
video to enroll the individual in the test sys-
tem. We then established a true-positive 
and true-negative baseline by presenting an 
image from a different video of the enrolled 
user and video of an entirely different user. 
After that, we used another video from the 
enrolled user as input to synthesize new, ar-
tificial 2D and 3D images of the user. 

Then we presented the synthesized images 
to the original tested system to see if any of 
these mock impersonations would success-
fully, but erroneously, authenticate that indi-
vidual. The academic/publicly available tools 

we used to generate 3D attack images were: 
(a) Surrey Face Model (3Dsf), a multi-resolu-
tion 3D morphing modeling (3DMM) tool [13], 
(b) FaceGen (3Dfg), and (c) the demo ver-
sion of CrazyTalk8 by Reallusion (3Dct8). To 
generate the 2D attack images, we used an 
online tool from Cartoonizenet to create car-
toonized (2Dcar) and sketch (2Dske) photos of 
the user. Figure 2 presents the impersonated 
image from each method listed above along-
side the genuine (original) photo of one test 
subject used in the study.The results of our 
evaluation against existing facial-recognition 
systems are presented in Table 1. All evalu-
ated systems performed fairly well under be-
nign situations. However, all of them fell for 
the synthesized image generated by Surrey 
Face Model (3Dsf). Even a cartoonized im-
age (2Dcar) was good enough to impersonate 
a user at least seven out of 10 times.

B

Table 1. Baseline and spoofing results of cloud-based face authentication systems.

To evaluate the robustness of the Microsoft 
Speaker Identification service (part of  Micro-
soft Cognitive Services), we used data from 
the Automatic Speaker Verification (ASV) 
Spoofing Challenge dataset [14], and the 
data from the Deep Neural Network-based 
(DNN) speaker adaptation paper by Wu et 
al. [14]. Both datasets contain authentic and 
synthesized voice samples from real sub-
jects. 

For our experimental procedure, we first 
picked 10 random subjects—eight from the 
ASV dataset (Vasv) and two from the DNN 

dnn). We enrolled them with the Mi-
crosoft Speaker Identification service using 
their real voice, then tested the true-positive 
and true-negative baselines of the system 
using authentic voices from the enrolled user 
and another individual. After that, we tried to 
impersonate each enrolled subject using the 
different synthesized voices provided by the 
datasets. The results of our experiment can 
be found in Figure 3.

A few of the voice synthesis techniques from 
the ASV Spoofing Challenge achieved more 
than an 80 percent success rate when imper-
sonating the target, while the voice that was 
synthesized using the DNN-based method 
had a 100 percent success rate. Each of 
these trials confirmed that singular forms of 
biometric authentication can be easily and 
repeatedly spoofed. 

Developing a Better Defense

Employing additional sensory methods and 
better analysis of the captured face/voice 

dataset (V
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data can be effective against presentation at-
tacks, but such defenses cannot defeat com-
promising attacks, where we have to assume 
the authentication device itself is compro-
mised. The first defense would be ineffective 
because the attacker could fabricate the out-
put of any number of sensors. The second 
defense would simply create an arms race 
with the attacker, as any signals that can be 
used by the defender to distinguish authentic 
face/voice data from synthesized data could 
be synthesized by an attacker of sufficient 
sophistication. 

Figure 3. Identification accuracy of genuine voices and spoofed versions as originals.

Another popular defense used in facial- and 
voice-based authentication is to employ 
some kind of liveness detection. Examples 
of liveness detection include prompting the 
user to smile (Smile-To-Pay from Alipay), 
blink (Blink-To-Pay from MasterCard), make 
a particular gesture, read some text aloud 
[5], or display some kind of security token to 
the camera of the authenticating device [15]. 
However, existing liveness detections based 
on prompting the user to perform tasks are 
still weak because the tasks are typically 
drawn from a fixed, small set (as with Smile-
To-Pay and Blink-To-Pay, there is only one 
required task). 

Once the attacker has built an accurate 
model of the target’s face/voice, most exist-

ing tools allow the attacker to manipulate the 
model to generate video/audio samples of 
the target doing or saying anything on the fly. 
As such, the biggest obstacle to the attacker 
remains the same—generate an authenticat-
ed model of the target’s face/voice. As for a 
proposed approach in which the user must 
use a second computing device for authen-
tication [15], we believe that it is not feasible 
to require the user to carry an extra item. 
This approach is  either not scalable or weak 
against replay, since the number of security 
tokens users can carry is usually limited.  

As Figure 1 illustrates, a fraudulent model 
of a target’s face/voice can be developed 
from an attack on the transmission channel 
between a real user and an authentication 
device. However, such a model can also be 
created from open-source video of any per-
son—for example, a famous individual. This 
heightens the vulnerability of the devices 
used to verify the identity of high-profile gov-
ernment leaders.

Changing the Game 
with rtCaptcha

In order to truly protect current and future 
facial- and voice-recognition systems from 
cyberattacks and malicious imposters, we 
propose a new, practical approach that plac-

es a formidable computational burden on the 
attacker by combining dynamic, live detec-
tion with a randomized CAPTCHA challenge 
for stronger security in real time: rtCaptcha. 

With rtCaptcha, we change the game be-
tween the attacker and the defender from 
one of endless “better synthesis vs. better 
detection” to one that’s known to be difficult 
for the attacker—solving CAPTCHA [16]. At 
authentication time, the server will send the 
authentication device a CAPTCHA, which 
will then be shown to the user. In order to 
accurately authenticate, the user needs to 
solve the CAPTCHA and announce the an-
swer into the camera and/or microphone on 
the authentication device. 

When presented with this kind of liveness 
detection challenge, even if the attacker al-
ready has an accurate face/voice model of 
the target, the attacker will need to first solve 
the CAPTCHA before they can synthesize 
video/audio of the targeted victim answering 
that specific challenge. As such, this will re-
quire a human attacker to stay in the loop 
(since automatically breaking CAPTCHA is 
still too slow and inaccurate), thus poten-
tially preventing large-scale impersonation 
attacks. 

In fact, our experiments showed that a 
CAPTCHA challenge that can be answered 
in two seconds by human users took state-
of-the-art CAPTCHA-breaking systems more 
than 10 seconds. In other words, since hu-
mans can solve the CAPTCHA challenge at 
least twice as fast as an automated attacker, 
per our results, we could defeat automated, 
large-scale attacks by setting a very gener-
ous time-out for the user to correctly answer 
the CAPTCHA-based liveness challenge. To 
account for different paces of speech among 

Table 2. Recognition accuracy (%) and response time (in seconds) for rtCaptcha (Humaud ), man-powered CAPTCHA solving service (Atctyp ), 
OCR-based CAPTCHA breaking service (Atcocr ), and ML-based (state-of-the-art) CAPTCHA-breaking tools (Atcbest ).
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human users, our time-out mechanism em-
ploys voice activity detection techniques to 
detect when the user starts answering the 
CAPTCHA. The entire workflow of rtCaptcha 
is summarized in Figure 4.

Figure 4. Process flow of rtCaptcha.

Evaluating rtCaptcha

Our study, completed in 2017 and present-
ed at the 2018 Network and Distributed 
Systems Security Symposium, shows that 
rtCaptcha is a capable and robust defense 
against state-of-the-art CAPTCHA-breaking 
schemes. In particular, we evaluated both 
the usability and the security of the proposed 
rtCaptcha scheme by recruiting 31 volun-
teers and asking each to solve three different 
kinds of CAPTCHA-based liveness detection 
challenges. We also asked them to solve the 
blink- and smile-type challenges presented 
by our implementation of the rtCaptcha cli-
ent-side application (on an Android phone); 
each volunteer was given three trials for 
each type of CAPTCHA. All of the tested 
CAPTCHAs are summarized in Table 2. 

For all the provided CAPTCHA responses, 
we used the CMU Pocketsphinx [17] to con-
vert them into text before determining, in real 
time, whether the response is correct.

From our user study, we found that our 
subjects have an overall 89.2 percent suc-
cess rate in solving the CAPTCHA. The 
average response time is 0.93 seconds, 
and the maximum response time for any  
CAPTCHA-based challenge is below two 
seconds. Finally, we will note that for those 
who were not successful in answering the 
CAPTCHA-based challenge the first time, 
they all successfully answered the challeng-

es within three trials (with a different chal-
lenge for each trial).

Since the security of rtCaptcha rests on 
the assumption that an automated attack-
er will take much longer to answer the  
CAPTCHA-based challenge than a human 
user, we also evaluated many state-of-
the-art CAPTCHA-breaking schemes and 
compared their response times with the 
response times of the subjects in our user 
study. For this study, we assumed the time-
out for answering the CAPTCHA-based 
challenge is five seconds—more than twice 
the maximum response time recorded. The  
CAPTCHA-breaking schemes evaluated in-
clude: (a) 2Captcha (Atctyp), a cloud-based, 
manual CAPTCHA-solving service; (b)  
CaptchaTronix (Atcocr), an online, Opti-
cal Character Reading-based CAPTCHA 
breaking scheme; and (c) state-of-the-art 
schemes (Atcbest) based on character seg-
mentation [18] and reinforcement learning 
[19]. We consider the cloud-based, manual  
CAPTCHA-breaking scheme to be a way for 
the attacker to scale up their attack by em-
ploying more workers, and if that approach 
is successful in breaking rtCaptcha, it is still 
possible for the attacker to launch imperson-
ation attacks at some scale.

The response time and the accuracy of each 
tested scheme is presented in Table 2 along-
side results from our user study for compari-
son. Even though some CAPTCHA-breaking 
schemes achieved a response time less than 
three seconds, the accuracy of these instanc-
es is very low. Thus, we believe a five-second 
time-out for the CAPTCHA-based liveness 
detection provides a good balance between 
usability and security.

Finally, we note that the security of rtCaptcha 
is based on the general idea of CAPTCHA 
(i.e., there are problems that are very easy 
for humans, but very difficult for computers to 
solve automatically), but not on the strength 
of individual CAPTCHA schemes. In other 
words, if some of the CATPCHA schemes we 
studied can be automatically solved in less 
than five seconds at some point in the fu-
ture, we can always modify rtCaptcha to use 
more secure CAPTCHAs. We are optimistic 
about this solution because CAPTCHA is a 
very important part of the internet ecosystem 
(i.e., almost every important web service will 
need it to prevent bots from generating fake 
or malicious accounts). 

Conclusion

As the use of biometric technologies in-
creases, user authentication methods like 
facial- and voice-based CAPTCHA challeng-
es are likely to play a key role in securing 
DoD and other government networks from 
malicious actors. Defenses against imper-
sonation must advance in tandem with new 
modes of biometric verification. Overall, our 
user study and comparative threat analysis 
prove that rtCaptcha constitutes a stronger, 
new basis against even the most scalable 
attacks that attempt to employ the latest au-
dio/visual synthesizers and state-of-the-art  
CAPTCHA-breaking algorithms. 
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Military personnel deployed around the 
world require high-quality drinking water, 
and specific procedures are in place to en-
sure that military field water supplies are 
properly treated and monitored [1]. Chemi-
cal contaminants pose potential threats to 
field drinking water [2], and although current 
water treatment technology is highly efficient, 
removal of contaminants may be inadequate 
if chemicals are present in source waters at 
high concentrations or if the chemicals are 
introduced after processing. In the Army, 
preventive medicine (PM) personnel peri-
odically test water supplies using the Water 
Quality Analysis Set-Preventive Medicine 
(WQAS-PM) and associated equipment, 
including field tests for a limited number of 
specific chemicals of concern. While water 
supplies can be evaluated more thoroughly 
at off-site laboratories, these evaluations are 
done infrequently and are more expensive. 
Additionally, analytical test results are usually 
not available for days or weeks.

There is a need, therefore, for field test 
methods that provide rapid assessment for 
a broad range of chemical contaminants, 
including agricultural and industrial chemi-
cals, both organic and inorganic. Analytical 

chemistry instrumentation for this purpose 
(e.g., gas and liquid chromatography and 
mass spectrometry) tends to be complex 
and expensive, and has limited potential for 
field use. An alternative approach is to mea-
sure the response of a biological indicator to 
the presence of toxic chemicals in a water 
sample. Although there are analyte-specific 
biosensors (e.g., those that use antibodies, 
enzymes, and nucleic acids for detection of 
particular chemicals in water [3-6]), many bi-
osensors would be required to detect a broad 
range of potential contaminants [7]. The goal 
is to develop a toxicity sensor with biological 
components that can rapidly respond to a 
broad spectrum of toxic compounds at con-
centrations relevant to warfighter health.

The Environmental Sentinel  
Biomonitor System

At the U.S. Army Center for Environmental 
Health Research, we developed a toxicity 
detection device, the Environmental Sentinel 
Biomonitor system (ESB), based on Army 
requirements defined in 2013 in a Capabil-
ity Development Document (CDD) [8]. The 
Army needs a device that can detect a broad 
spectrum of toxic industrial chemicals, has 
field-portability, and utilizes biological com-
ponents that have a shelf-life of at least nine 
months (refrigeration, but not freezing, of 
perishable components is permitted). Finally, 
the required system must perform satisfacto-

rily in an independent laboratory evaluation 
using procedures developed for the U.S. En-
vironmental Protection Agency’s Technology 
Testing and Evaluation Program (TTEP) [9]. 
Here, we demonstrate that the ESB meets 
these requirements, and report for the first 
time the positive results of an in-theater field 
evaluation of the ESB system in Iraq and Ku-
wait during the spring of 2016.

Because of the large number of available 
toxicity sensor devices and the constraints 
imposed by Army field use requirements, we 
used a formal decision analysis approach 
for toxicity sensor downselection [10]. After 
considering 38 toxicity sensor technologies, 
the best performing sensors were found to 
be a cell-based electric cell-substrate imped-
ance sensing (ECIS) test (Nanohmics, Inc.) 
and an enzyme inhibition test (ACE™ Rapid 
Test for Acetylcholinesterase Inhibitors, ANP 
Technologies) [10]. Together, these toxicity 
sensors respond to the broadest range of 
chemicals while minimizing the technical 
complexity, size, weight, and cost of the sys-
tem.

The ECIS test monitors alterations in the 
electrical impedance of a monolayer of rain-
bow trout gill epithelial cells (RTgill-W1) [11], 
grown on fluidic biochips to indicate chem-
ical-induced toxicity. Cells are seeded in 
two separate fluidic channels on the biochip 
containing electrodes; during testing, one 
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channel receives the control sample and the 
other receives the test sample. When a tox-
ic chemical compromises the integrity of the 
cell monolayer, the ECIS sensor records a 
change in electrical impedance. Water sam-
ple toxicity is indicated when the impedance 
in the control channel differs significantly 
from the test channel during a one-hour ex-
posure. ECIS biochips can be maintained 
for at least nine months at 6 degrees Celsius 
with no media replacement. 

The ECIS test is used together with the 
ACE™ test to evaluate a water sample. The 
ACE™ test is an enzymatic assay designed 
to detect neurotoxicants—specifically, cho-
linesterase-inhibiting compounds such as 
organophosphate and carbamate pesticides. 
It monitors the activity of the enzymes car-
boxyl esterase (CE) and acetylcholinester-
ase (AChE) using a reporting chemical that 
fluoresces under ultraviolet (UV) light [12]. 

During testing, control and test water sam-
ples are added to separate vials containing 
either AChE or CE for 30 minutes. Then, the 
sample-enzyme mix is added to a test ticket 
well containing the reporting chemical that 
fluoresces after being cleaved if the active 
enzyme is present. The ticket is read after 
15 minutes; interference with enzyme func-
tion will result in detectable color differenc-
es. Consumables are stable for at least nine 
months at room temperature.

Equipment for conducting both ECIS and 
ACE™ tests is stored in the ruggedized ESB 
carrying case (see Figure 1). The ECIS fluid-
ic biochips, which require temperature con-
trol for long-term viability, can be transported 
in small insulated containers.

ESB Testing and Evaluation

To ensure that the ESB meets Army require-
ments as defined in the CDD, and is useful 
to Army PM personnel, we conducted three 
types of testing: toxicity testing to determine 
ESB responses to challenge chemicals, en-
vironmental testing, and field evaluations of 
ESB performance.

Toxicity Testing

To meet Army requirements, the ESB needs 
to detect at least 50 percent of a diverse set 
of 18 chemicals within two hours (see Ta-
ble 1). For each chemical, the ESB needs 
to respond to water sample concentrations 
that exceed the seven- to 14-day military 
exposure guideline (MEG) levels, assuming 
an individual water consumption rate of 15 L 
per day, which is typical of arid environments 
[13]. The upper limit for a useful toxicity sen-
sor response is defined as the estimated hu-
man lethal concentration (HLC) [14]; a level 
estimated to be lethal to a 70 kg person con-
suming 15 L of water in a day. Testing results  
showed that the combined ACE and ECIS 

sensor responses exceed CDD require-
ments for toxicant response to the 18 chem-
icals in the test set (i.e., they were able to 
detect more than 50 percent of the chemicals 
within one hour at levels that were relevant 
to human health) [12, 15]. It is important to 
note that while these test chemicals include 
diverse substances with varying modes of 
toxic action, they are not the sole focus for 
ESB detection; rather they are a subsample 
of a much larger set of potential threat chem-
icals to which the ESB can respond.

In addition to the toxicants, potential interfer-
ing materials were evaluated. For Army field 
water, the primary concern is contamination 
by chemicals used to disinfect drinking wa-
ter—namely, chlorine and chloramine. For 
chloramine, the ECIS responds at 10 mg/L, 
with no response at 5 mg/L [15]. However, in 
practice, water samples for ESB testing can 
be dechlorinated prior to ESB testing using 
a reducing agent, so drinking water disinfec-
tion chemicals should not be an issue. 

Environmental Testing

Army medical equipment, such as the ESB 
system, is required to pass field-relevant 
environmental testing administered by the 
U.S Army Medical Research and Materiel 
Command Test Branch, following Military 
Standard (MIL-STD) 810G [16]; these tests 
were conducted on both the ACE and ECIS 
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Figure 1. ECIS (instrument on the left) and 
ACE™ sensors (right) with reusable sup-
plies packaged in the ESB carrying case.

instruments [17]. “Operational” refers to ac-
tive testing with the ACE and ECIS under the 
specified test conditions. “Non-operational” 
refers to storage under the specified test 
conditions, with testing done at room tem-
perature.

• Low temperature, operational (15° C) 
and non-operational (0° C)

• High temperature, operational (45° C) 
and non-operational (71° C)

• Altitude (4,572 meters equivalent), oper-
ational and non-operational

• Settling dust and sand (settling for one 
hour on exposed equipment), non-oper-
ational

• Ground vibration (1.90 root mean 
square acceleration (Grms) for one 
hour), non-operational

• Transit drop (ESB packaged in its case 
was dropped from a height of four feet 
onto a steel surface)

• Loose cargo transportation, non-oper-
ational (ESB packaged in its case was 
vibrated at 300 rpm, 2.5 cm amplitude 
for one hour)

Both the ECIS and ACE tests passed en-
vironmental testing [17]. One notable point 
was the low temperature operational ACE 

test conducted, where the negative control 
tickets failed to show viable enzyme activi-
ty after 15 minutes. This was likely due to 
reduced enzyme activity at the lower test 
temperatures. Test readings were success-
ful when the incubation time was extended to 
25 minutes, meeting the standard of a suc-
cessful test. 

Field Testing

The ESB system was evaluated using a cus-
tomer assessment organized by U.S. Army 
Medical Department Board, as well as in field 
assessments by PM personnel. The custom-
er assessment determined if the ESB system 
would support the PM mission and if it was 
usable in an operational environment [18]. 
Following a four-hour familiarization period 
with the equipment, six teams of Army PM 
specialists and an environmental science 
and engineering officer used the ESB sys-
tem in an operational environment to process 
blind water samples that were either nega-
tive or positive controls. 

Operation was tested using commercial 
power (120 volts AC [VAC]), generator power 
(220 VAC), and internal battery power. U.S. 
Army Medical Department Board staff then 
evaluated ESB system performance against 
operationally-relevant criteria. 

Overall, the results were supportive of ESB 
field use [18].The functionality of the ESB 
system supports the PM mission. Test com-
pletion time met CDD requirements, and 11 
of 13 assessment participants indicated that 
ESB functionality was mission supportive.

• The ESB system was usable in an op-
erational environment. System weight 
met CDD requirements, and the ESB 
functioned under 120 VAC, 220 VAC, 
and internal battery power as required. 
All 13 assessment participants thought 
the ESB was usable for water sample 
analysis in an operational environment.

• The ESB does not pose any actual or 
potential safety hazard to personnel, 
equipment, or facilities in an operational 
environment. The pliers used to open 
the ACE reagent vials pose a minor cut 
hazard.

• The ESB system was usable after trans-
port. The ESB was used successfully to 
conduct water sample analyses after a 
transportation test (see Figure 2). 

One identified problem involved several in-
stances of false positive and negative ECIS 
readings. The false negatives occurred with 
the ammonia positive control, most likely be-
cause the ammonia concentration used was 
too low. Subsequently, a new positive control 
test chemical was used. 

The false positives were thought to be due 
to the sensitivity setting used for the system 
statistical software. As a result, the statis-
tical models were adjusted to incorporate 
the additional variability noted under field 
conditions and validated to ensure that no 
substantial loss in toxicant sensitivity oc-
curred due to the sensitivity adjustments. As 
a check, PM personnel at the 1st Area Med-
ical Laboratory, Aberdeen Proving Ground, 
conducted additional ECIS testing. When 
the ECIS results were analyzed using the re-
fined statistical algorithm, there were no false 
positive or negative results.

The ESB system (both ECIS and ACE) was 
also evaluated by the 227th Medical Detach-
ment (Preventive Medicine) in a deployed 
environment at Taji, Iraq and Camp Arifjan, 
Kuwait, over the spring of 2016. Two ESB 
units, along with consumables, were shipped 
from the U.S. to Kuwait. The theater bio-
chemist coordinated evaluation by 18 par-
ticipants (PM personnel), who completed a 
total of 20 water tests (eight ECIS and ACE 
tests at Camp Taji; 12 ECIS tests at Camp 
Arifjan). Participants were asked to fill out 
customer assessment forms evaluating their 
experiences with the ESB system. 

Table 1. ESB Test Chemicals [12]
Acrylonitrile
Aldicarb
Ammonia
Arsenic (sodium arsenite)
Azide (sodium azide)
Copper (sulfate)
Cyanide (sodium)
Fenamiphos
Fluoroacetate (sodium)
Mercury (chloride)
Methamidophos
Nicotine
Paraquat (dichloride)
Pentachlorophenate (sodium)
Phenol
Thallium (sulfate)
Toluene
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Overall, the in-theater evaluations of the ESB 
system were highly favorable. There were no 
issues shipping equipment and reagents into 
theater (five days from Fort Detrick to Camp 
Taji, Iraq), and ECIS biochips remained via-
ble when maintained by the theater biochem-
ist for all of the evaluations by PM personnel. 
ECIS tests were completed in 19 of 20 eval-
uated with only one test yielding an error; 
there were no false positives. All 20 evalua-
tors felt that the ESB system was supportive 
of the PM mission. Theater biochemists on 
different tours also transported the ESB sys-
tem with them on missions to Camp Taji and 
missions to Northern Iraq, where successful 
water testing was performed.

Figure 2. Soldiers performing water testing with the ESB device. Soldiers used the ESB during the customer assessment in a field laboratory 
setting as well as in the back of a High Mobility Multipurpose Wheeled Vehicle after transport on an off-road course.

Conclusion

As the ESB developed into a dual toxic-
ity sensor that is currently in the pipeline 
for Army field deployment, customer as-
sessment and field testing provided critical 
feedback that could not be obtained in a lab-
oratory setting. Customer input led to modi-
fications in some of the practical aspects of 
the ESB, such as manipulating pipets and 
syringes, accurately measuring water sam-
ples, ease of opening vials, and clarification 
of instructional materials. 

The feedback also allowed for fine-tuning 
of statistical algorithms to ensure that false 
negatives and positives would be a rare oc-
currence. The ESB is scheduled for fielding 
in FY19 as part of the WQAS-PM to provide 
a rapid test for chemical-related toxicity in 
Army field drinking water supplies. As the 
ESB evolves, we will continue to seek field 
testing for any new modifications.  Although 
the ESB was initiated specifically to help 
Army PM personnel screen potable water 
for the presence or absence of a wide range 
of toxic chemicals, the fact that all services 
have a common mission to provide warfight-
ers with clean drinking water supplies means 
the ESB has applicability across the DoD. 

Further, with the potential for development 
of novel chemical warfare agents or for the 
introduction of unknown or unsuspected ma-
terials into water supplies, the use of a tox-
icity-based approach for detection of these 
materials can provide an important comple-
ment to currently-utilized analytical chemistry 
devices.
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Oil  and natura l  gas t ranspor tat ion 
through pipelines—both onshore and 
offshore—is considered a safer alterna-
tive on a ton-mile basis to hauling fuel 
by tanker trucks, freight trains, or marine 
carriers [1]. Even so, the transportation 
of liquid or gas-phase hydrocarbons over 
long distances can lead to accidental 
releases via pipeline ruptures or leaks. 
The number and severity of incidents re-
lated to leaking pipelines, and the spills 
associated with them, have increased 
substantially over the last three decades 
(see Figure 1) [2]. 

Although safer than the alternatives for 
fuel transportation, pipeline networks re-
quire thorough maintenance and upkeep 
to remain operable. Pipeline ruptures 
can result in significant economic, en-
vironmental, and energy-security con-
sequences. The energy system of the 
United States is one of 16 infrastructure 
sectors identified by the Department of 
Homeland Security (DHS) as “critical” 
to the nation’s economic security, public 
health, safety, and defense [3,4]. 

The department’s sector-specific plan 
for critical energy infrastructure notes 
that pipelines face two major risks: op-
erational hazards caused by blowouts, 
spills, and personal injury; and interrup-

tions in energy supplies due to damaged 
or inoperable hydrocarbon pipeline infra-
structure [4]. 

Technologies that enable operators to de-
tect small leaks before a rupture or major 
release incident occurs can significantly 
reduce these risks. The early detection 
of small leaks allows remedial action to 
ensure continued pipeline integrity [5]. 
The need for a new class of hydrocarbon 
sensors is especially pressing, because 
sensor types currently in use for onshore 
pipelines in the United States often fail to 
detect releases. Only 22 percent of the 
releases that occurred between 2010 and 
2016 were detected by advanced pipe-
line sensor systems [6].

CIP
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Current State of the Art

Well-known methods for leak detection in 
onshore pipelines include acoustic mon-
itoring, optical sensor gas sampling, soil 
monitoring, flow monitoring, magnetic 
flux leakage, and dynamic model-based 
methods [9]. “Pig” (or pipeline-inspec-
tion-gadget) technology is used to de-
tect stress corrosion cracking, uniform or 
general corrosion, and pitting corrosion—
including gouges, dents, anomalous weld 
seams, longitudinal cracks, longitudinal 
grooves, and other faults in the pipeline 
wall [10]. In-pipe robots used for early 
detection include: pig type, wheel type, 
caterpillar type, walking type, inchworm 
type, screw type, and wall-press. Anoth-

er monitoring technique involves the use 
of unmanned aerial vehicles (or auton-

omous underwater vehicle) for pipeline 
and flowline surveillance [10]. The major 

Figure 1. (A) Plot of economic damages caused by significant oil and natural gas pipeline-as-
sociated incidents and (B) number of resulting fatalities, 1986–2016. These incidents have 
resulted in 548 deaths, 2,576 injuries, and more than $8.5 billion in financial damages over 
this time period [2].

Photo Illustration created by HDIAC and adapted from public domain photo 
(Available for viewing at https://www.usgs.gov/media/images/alaskan-pipeline-spring-2017).
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drawbacks of the inspection robots pres-
ently used in the oil and gas industry cen-
ter on insufficiently high levels of desired 
autonomy, robustness, and dependability. 

Most of these robots work in highly su-
pervised, short-term missions in extreme 

environments at high cost and with a high 
level of operational support [11]. 

A variety of sensor technologies are ca-
pable of remotely detecting hydrocarbon 
releases from offshore pipelines using 
techniques that rely on the relative ad-

sorption of visible, infrared, and ultra-
violet irradiation by an oil slick [7,8]. 
Adsorption intensity is related to the 
thickness of the oil layer on the water 
surface. Radar technologies, as well as 
microwave radiometers, laser fluoro-sen-
sors, and laser-acoustic approaches, 
have also been used as oil thickness 
sensors. These sensors can provide in-
formation on the location and spread 
of an oil spill; its thickness distribution, 
which allows for a volumetric estimation; 
and the type and quality of the oil (i.e., 
its API gravity and H2S content), which 
aids in assessing environmental damage 
and take appropriate actions for clean-up 
[7, 8]. 

When employing these techniques, one 
important consideration is the cost of 
data acquisition and analysis, which in-
cludes measurement equipment, oper-
ational and personnel costs, and data 
collection. Remote detection sensors 
are typically deployed in air-borne mode, 
adding significant cost to operations. 
Moreover, with regard to offshore pipe-
line rupture sensing, their data output 
is influenced by a plethora of conditions 
related to water flow, water quality, met-
ocean and weather conditions. While the 
deployment of these technologies is sig-
nificant, more robust and reliable sensor 
technologies with improved feasibility 
and reliability are desired for future ap-
plications [10]. 

Additionally, the sensor technologies 
outlined above generally do not provide 
information to implement a proactive 
strategy for the prevention of hydrocar-
bon releases. Most provide post-incident 
detection and notification, and those ca-
pable of early detection of deficiencies in 
pipeline integrity (e.g., pigs), do not de-
liver continuous monitoring. In-situ micro-
bial sensors may have a unique ability to 
achieve this important outcome. 

A Novel Microbial Sensor 

Early detection of small liquid or gas hy-
drocarbon leaks or spills could lessen 
the likelihood of a major release incident. 
However, organic contaminant sensors 
are difficult to employ under certain set-
tings due to material- or function-related 
constraints usually associated with back-
ground concentrations, mass-transfer, 
and detection limitations. In addition, 

CIP

Figure 2. Fate and transport of oil leakages or spills in the marine environment and biodeg-
radation (redox) potentials [13].

Figure 3. (A) a centimeter-scale microbial electrochemical sensor (microbial–microalgae); (B) 
evaluation of sensor response to hydrocarbon and petroleum compounds; and (C) a sensor 
platform for signal transmission, data acquisition, and signal processing.
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environmental variations in temperature, 
barometric pressure, and relative humid-
ity play an important role in subsurface 
environments [12]. Our research focuses 
on developing a self-sustained microbi-
al (living-cell) sensor platform suitable 
for harsh or remote environments, such 
as those found at deep-water subsea 
infrastructure, onshore surface and sub-
surface pipelines, and hydrocarbon pro-
cessing plants. 

A microbial electrochemical cell (biosen-
sor) was developed in order to harness 
the benefits of biodiversity in microbial 
populations and in their metabolic func-
tions, thus creating a variety of electro-
chemical cells suitable for applications 
in varying environmental settings. The 
biosensor was created using exoelectro-
genic bacteria that survives on organic 
matter in an anode and a phototrophic, 
autotrophic, or sulfur-reducing bacteri-
al consortium in the cathode—enabling 
continuous transfer of electrons from one 
compartment (anode) to the other (cath-
ode) [14]. 

This arrangement generates a voltage 
across a resistor which can be set or 
tuned to identify possible contamina-
tion by hydrocarbon compounds. The 
increased availability of organic com-
pounds within the microbial biosensor 
cell will generate high voltage spikes. A 

variety of hydrocarbons and organic com-
pounds (e.g., crude oil, natural gas, re-
fined gasoline) can be used as substrates 
in laboratory studies to understand volt-
age generation potential and to optimize 
and stabilize sensor operations for differ-
ent target petroleum products [15].  

As shown in Figure 2, the oxidation-re-
duction potentials present in the marine, 
sediment, and above-ground onshore 
environments provide numerous oppor-
tunities for utilizing natural processes 
to simultaneously detect and commu-
nicate hydrocarbon releases. Microbial 
fuel cells (MFCs) have been used to run 
and power remotely-operated biologi-
cal oxygen demand sensors [17]. Sedi-
ment-based MFCs have also been used 
for powering a meteorological buoy, wire-
less temperature sensors [18], and other 
environmental sensors [19]. MFCs have 
also functioned as power sources for re-
mote sensors, digital wrist watches [20], 
light-emitting diodes for internal light-
ing [21], and basic phone/smart phone 
charging [22]. 

To overcome the restricted lifetime of 
batteries used in traditional, non-biologi-
cal sensors, microbial sensor technology 
can be used as a telemetry system that 
transmits signals to remote receivers. 
To develop an effective and reliable bio-
logical sensor based on this technology, 

appropriate anodic and cathodic reac-
tions should be combined. This enables 
the technology to be used for detection 
of organic pollutants, such as oil spills, 
and the communication of such. Sever-
al years of operational experience have 
been reported for other applications, in-
cluding in biochemical oxygen demand 
sensors [17]. Because microbial systems 
have already proved useful for remedi-
ating toxic substances—such as phenols 
and petroleum compounds [23]—they 
should be explored for novel applications 
in extreme settings.

Our research approach is depicted in Fig-
ure 3. Three different types of immobi-
lized microbial sensors will be developed 
to adapt to deep marine saline and sed-
iment environments as well as surface 
and subsurface environments. These mi-
crobial sensors use exoelectrogenic bac-
teria (anode) as well as anammox and 
microalgae (namely, Chlorella Vulgaris 
sp. [cathode]) as anode and cathode 
consortia [24-26]. The specific objectives 
are: 

• to develop centimeter-scale microbial 
electrochemical cells (see Figure 3a) 
suitable for marine/soil/surface environ-
mental settings using various combina-
tions of exoelectrogenic, autotrophic, 
and phototrophic microbial consortia; 

• to evaluate the performance of the bio-
sensors in terms of voltage generation 
potentials through the use of hydrocar-
bon- and petroleum-based compounds 
(see Figure 3b);

• to optimize biosensor performance by 
varying environmental settings, includ-
ing pH, water depth, temperature, and 
substrate/nutrient concentrations; and

• to develop a sensor platform using volt-
age-to-acoustic signal transfer, data 
acquisition, and signal processing (see 
Figure 3c).

Our microbial  b iosensor prototype, 
shown in Figure 4, was used to carry out 
a series of experiments that build upon 
the findings of our previous research on 
biofilm development and experimental 
procedures [27, 28]. After a stable bio-
film had been produced in the biosensor 
and a stable voltage achieved (under the 
reference physiological settings), the unit 

Figure 4. (A) A microbial biosensor with mixed bacterial consortium in the anode chamber 
and a microalgae biocathode in the cathode chamber; (B) a “mutag BioChip 25™” with a car-
bon felt electrode used to concentrate microalgae biofilm; and (C) in-situ oxygen generation 
by microalgae cells residing on the electrode.
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was subjected to various concentrations 
of gasoline (by volume/volume) in both 
anode and cathode chambers in order to 
mimic real-world conditions of a hydro-
carbon release into the environment. 

The microbial sensor ’s response to 
various gasoline concentrations during 
more than 1,000 hours of operation can 
be seen in Figure 5. The first six exper-
iments (represented by the blue columns 
in Figure 5) were performed to allow for 
the start-up and establishment of a stable 
biofilm in both anode and cathode cham-
bers; achievement of this is confirmed 
by the voltage generated by the cell. 
The maximum voltage (peak) produced 
by the cell was 0.1201 V at a chemical 
oxygen demand (COD) concentration of 
500 mg/L. Three repetitive cycles were 
conducted which yielded an average re-
sponse value of 0.1151 V. The microbial 
sensor was then subjected to a very low 
concentration of gasoline with 10 percent 
ethanol (0.04% v/v, shown in purple in 
Figure 5). The response of the microbial 
sensor remained the same, demonstrat-
ing that it was not sensitive to a very low 
level of gasoline concentration. 

In the next experiment, the gasoline con-
centration was increased by 2.5 times 
(i.e., 0.1% v/v) from the previous exper-
iment. The response of the sensor was 
significantly affected by the gasoline, re-
sulting in a 23 percent reduction in the 
response (shown in green in Figure 5). 
When the concentration was increased 
by 10 times (i.e., from 0.1% to 1% v/v 
ratio), the response was decreased by 
37% from its original gasoline test lev-
el (shown in red in Figure 5). Following 
these experiments, the microbial sen-
sor was returned to its original condi-
tion (without the addition of gasoline). 
Overall, a linear relationship was ob-
served between the voltage response 
and the gasoline concentrations of 0% 
and 0.04%. An exponential relationship 
was observed for the voltage response 
between 0.04% and 1.0% v/v. 

Another set of experiments was con-
ducted at low COD concentrations to 
understand the response of the microbial 
sensor under low substrate conditions 
(shown in purple in Figure 5). There was 
a 57 percent reduction in voltage at 0.1% 
v/v gasoline addition at a COD concen-
tration of 30 mg/L. The sensor was able 

to recover its voltage response when 
the media was replaced with a low COD 
wastewater without a gasoline addition. 
A matrix of experiments is required to 
further develop response relationships 
to variations of hydrocarbon compounds. 
For example, gasoline with 10 percent 
ethanol, which contains a mixture of long 
chain hydrocarbons, was used as a mod-
el compound in this research. 

Diesel has a different composition, how-
ever, and a microbial sensor will exhibit 
a different response when exposed to 
it. Therefore, a series of experiments 
and optimization studies are required to 
develop a robust microbial sensor that 
would produce stable and reliable re-
sponses when exposed to hydrocarbon 
releases from a wide array of fuel types. 

Future Perspective

The proposed microbial electrochemical 
cell (biosensor) platform produces a volt-
age spike or sink in response to a certain 
environment. Moreover, sensors using 
different types of microbes can be used 
to detect an array of target molecules. 
Researchers have identified several mi-
croorganism groups that readily degrade 
hydrocarbons, especially in aquatic and 
marine environments [29, 30]. 

Recent research suggests that Alcanivo-
rax borkumensis marine bacteria in par-
ticular are specialized in utilizing alkanes 
for growth. Several other microorganisms 

belonging to bacteria, yeast, and fun-
gi groups have also been identified for 
their potential to degrade crude oils and 
hydrocarbons [29]. Several members of 
these communities could be employed in 
the microbial sensor platform to develop 
a substantial and traceable response to 
the availability of hydrocarbons. 

While this is an attractive approach, lit-
tle knowledge exists on this microbial 
community structure and their function 
in environments exposed to oil, gasoline, 
or natural gas spills and leaks [31]. Fu-
ture research efforts should focus on de-
veloping a deeper understanding of the 
functional genes responsible for oil deg-
radation in marine and soil environments. 
If this knowledge is developed compre-
hensively, midstream petroleum com-
panies, pipeline network operators, and 
government and military leaders in the 
homeland defense community may be 
able to quickly, accurately, and precisely 
respond to small hydrocarbon releases 
before a rupture threatens economic, en-
vironmental, and energy security.
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Figure 5. Response of a microbial-microalgae sensor with respect to the varying COD (30 
mg/L and 500 mg/L) and Gasoline concentrations (0-1% v/v).



HDIAC Journal • Volume 5 • Issue 3 • Fall 2018 • 21 www.hdiac.org

References
1. Furchtgott-Roth, D. (2013, June 6). Pipe-

lines are safest for transportation of oil and 
gas. Manhattan Institute for Policy Research 
Issue Brief, 23, 1–10. Retrieved from https://
www.manhattan-institute.org/pdf/ib_23.pdf

2. Joseph, G. (2016, November 30). 30 years 
of oil and gas pipeline accidents, mapped. 
CityLab. Retrieved from https://www.citylab.
com/environment/2016/11/30-years-of-pipe-
line-accidents-mapped/509066/

3. U.S. Department of Homeland Security. 
(2013, December). National Infrastructure 
Protection Plan (NIPP) 2013: Partnering for 
critical infrastructure security and resilience. 
Retrieved from https://www.dhs.gov/sites/
default/files/publications/national-infrastruc-
ture-protection-plan-2013-508.pdf

4. U.S. Department of Homeland Security. 
(2015). Energy Sector-Specific Plan. Re-
trieved from https://www.dhs.gov/sites/
default/files/publications/nipp-ssp-ener-
gy-2015-508.pdf 

5. Canada’s Oil and Natural Gas Producers. 
(2018, May 26). Best management practice: 
Pipeline leak detection programs. Retrieved 
from https://www.capp.ca/~/media/capp/
customer-portal/publications/310502.pdf?-
modified=20180526153412

6. Renshaw, J., & Kumar, D. K. (2016, Septem-
ber 30). Technology designed to detect U.S. 
energy pipeline leaks often fails. Reuters. 
Retrieved from https://www.reuters.com/
article/us-usa-pipelines-colonial-analysis/
technology-designed-to-detect-u-s-energy-
pipeline-leaks-often-fails-idUSKCN1200FQ

7. Grüner, K., Reuter, R., & Smid, H. (1991). 
A new sensor system for airborne mea-
surements of maritime pollution and of hy-
drographic parameters. GeoJournal, 24(1), 
103–117. doi:10.1007/bf00213062

8. Jha, M., Levy, J., & Gao, Y. (2008). Ad-
vances in remote sensing for oil spill disas-
ter management: State-of-the-art sensors 
technology for oil spill surveillance. Sensors, 
8(1), 236–255. doi:10.3390/s8010236

9. Liu, M., Zang, S., & Zhou, D. (2005). Fast 
leak detection and location of gas pipelines 
based on an adaptive particle filter. Interna-
tional Journal of Applied Mathematics and 
Computer Science, 15(4), 541–550. Re-
trieved from http://matwbn.icm.edu.pl/ksiaz-
ki/amc/amc15/amc15411.pdf

10. Shukla, A., & Karki, H. (2016). Application of 
robotics in onshore oil and gas industry—A 
review Part I. Robotics and Autonomous 
Systems, 75, 490–507. doi:10.1016/j.ro-
bot.2015.09.012

11. Albiez, J., Hildebrand, M., Vogele, T., 
Joyeux, S., & Kirchner, F. (2011, Janu-

ary 1). Robust Robots for Arctic Explora-
tion. Offshore Technology Conference. 
doi:10.4043/22120-MS

12. Ho, C. K., & Hughes, R. C. (2002). In-situ 
chemiresistor sensor package for real-time 
detection of volatile organic compounds in 
soil and groundwater. Sensors, 2(1), 23–34. 
doi:10.3390/s20100023

13. Daghio, M., Aulenta, F., Vaiopoulou, E., 
Franzetti, A., Arends, J. B., Sherry, A., ... & 
Rabaey, K. (2017). Electrobioremediation of 
oil spills. Water Research, 114, 351–370. 
doi:10.1016/j.watres.2017.02.030

14. Gude, V. G. (2016). Wastewater treatment 
in microbial fuel cells–an overview. Jour-
nal of Cleaner Production, 122, 287–307. 
doi:10.1016/j.jclepro.2016.07.048

15. Tecon, R., der Meer, V., & Roelof, J. (2008). 
Bacterial biosensors for measuring avail-
ability of environmental pollutants. Sensors, 
8(7), 4062–4080. doi:10.3390/s8074062

16. Du, Z., Li, H., & Gu, T. (2007). A state 
of the art review on microbial fuel cells: 
a promising technology for wastewater 
treatment and bioenergy. Biotechnology 
Advances, 25(5), 464–482. doi:10.1016/j.
biotechadv.2007.05.004

17. Chang, I. S., Moon, H., Jang, J. K., & Kim, B. 
H. (2005). Improvement of a microbial fuel 
cell performance as a BOD sensor using re-
spiratory inhibitors. Biosensors and Bioelec-
tronics, 20(9), 1856–1859. doi:10.1016/j.
bios.2004.06.003

18. Tender, L. M., Gray, S. A., Groveman, E., 
Lowy, D. A., Kauffman, P., Melhado, J., ... 
& Dobarro, J. (2008). The first demonstra-
tion of a microbial fuel cell as a viable pow-
er supply: powering a meteorological buoy. 
Journal of Power Sources, 179(2), 571–575. 
doi:10.1016/j.jpowsour.2007.12.123

19. Donovan, C., Dewan, A., Peng, H., Heo, D., 
& Beyenal, H. (2011). Power management 
system for a 2.5 W remote sensor powered 
by a sediment microbial fuel cell. Journal 
of Power Sources, 196(3), 1171–1177. 
doi:10.1016/j.jpowsour.2010.08.099

20. Papaharalabos, G., Greenman, J., Melhu-
ish, C., Santoro, C., Cristiani, P., Li, B., & 
Ieropoulos, I. (2013). Increased power out-
put from micro porous layer (MPL) cathode 
microbial fuel cells (MFC). International 
Journal of Hydrogen Energy, 38(26), 11552–
11558. doi:10.1016/j.ijhydene.2013.05.138

21. Ieropoulos, I. A., Ledezma, P., Stinchcombe, 
A., Papaharalabos, G., Melhuish, C., & 
Greenman, J. (2013). Waste to real energy: 
the first MFC powered mobile phone. Phys-
ical Chemistry Chemical Physics, 15(37), 
15312–15316. doi:10.1039/C3CP52889H

22. Walter, X. A., Stinchcombe, A., Greenman, 
J., & Ieropoulos, I. (2017). Urine transduc-
tion to usable energy: a modular MFC ap-
proach for smartphone and remote system 
charging. Applied Energy, 192, 575–581. 
doi:10.1016/j.apenergy.2016.06.006

23. Morris, J. M., & Jin, S. (2007). Feasibil-
ity of using microbial fuel cell technolo-
gy for bioremediation of hydrocarbons in 
groundwater. Journal of Environmental 
Science and Health, Part A, 43(1), 18–23. 
doi:10.1080/10934520701750389

24. Kokabian, B., Smith, R., Brooks, J. P., & 
Gude, V. G. (2018). Bioelectricity production 
in photosynthetic microbial desalination cells 
under different flow configurations. Journal 
of Industrial and Engineering Chemistry, 58, 
131–139. doi:10.1016/j.jiec.2017.09.017

25. Kokabian, B., Ghimire, U., & Gude, V. 
G. (2018). Water deionization with re-
newable energy production in microal-
gae-microbial desal inat ion process. 
Renewable Energy,  122,  354–361. 
doi:10.1016/j.renene.2018.01.061

26. Kokabian, B., Gude, V. G., Smith, R., & 
Brooks, J. P. (2018). Evaluation of anammox 
biocathode in microbial desalination and 
wastewater treatment. Chemical Engineer-
ing Journal, 342, 410–419. doi:10.1016/j.
cej.2018.02.088

27. Kokabian, B., & Gude, V. G. (2013). Pho-
tosynthetic microbial desalination cells 
(PMDCs) for clean energy, water and bio-
mass production. Environmental Science: 
Processes & Impacts, 15(12), 2178–2185. 
doi:10.1039/c3em00415e

28. Kokabian, B., & Gude, V. G. (2015). 
Sustainable photosynthetic biocathode 
in microbial desalination cells. Chemi-
cal Engineering Journal, 262, 958–965. 
doi:10.1016/j.cej.2014.10.048

29. Hazen, T. C., Prince, R. C., & Mahmoudi, 
N. (2016). Marine oil biodegradation. En-
vironmental Science & Technology, 50(5), 
2121–2129. doi:10.1021/acs.est.5b03333

30. Hazen, T. C., Dubinsky, E. A., DeSantis, T. 
Z., Andersen, G. L., Piceno, Y. M., Singh, 
N., ... & Stringfellow, W. T. (2010). Deep-sea 
oil plume enriches indigenous oil-degrading 
bacteria. Science, 330(6001), 204–208. 
doi:10.1126/science.1195979

31. Mason, O. U., Hazen, T. C., Borglin, S., 
Chain, P. S., Dubinsky, E. A., Fortney, J. L., 
... & Mackelprang, R. (2012). Metagenome, 
metatranscriptome and single-cell sequenc-
ing reveal microbial response to Deepwater 
Horizon oil spill. The ISME Journal, 6(9), 
1715. doi:10.1038/ismej.2012.59

Hariteja Nandimandalam
Graduate Student in Environmental Engineering, Mississippi State University
Hariteja Nandimandalam is a graduate student in environmental engineering at Mississippi State. He is originally from New Delhi, India. He is 
currently developing biosensors using exoelectrogenic bacteria to prevent oil spills. This principle may also be used to treat hydrocarbon-con-
taminated water sources, such as those originating from fracking operations. His research interests extend to water-wastewater treatment, 
microbial fuel cells, and bioelectrochemical systems.

Umesh Ghimire
Graduate Student in Environmental Engineering, Mississippi State University
Umesh Ghimire is a graduate student in environmental engineering at Mississippi State. He is originally from Nepal. He received an M.S. in 
Biological Environmental Engineering from Kangwon National University, South Korea. He is currently developing sustainable and energy-ef-
ficient technologies for wastewater treatment, desalination, and energy production. More specifically, his research focus is on developing 
resource-efficient bioelectrochemical nitritation anammox process in microbial desalination cells to treat wastewater with simultaneous bio-
electricity and water recovery.

Veera Gnaneswar Gude, Ph.D
Associate Professor of Environmental Engineering, Mississippi State University
Veera Gnaneswar Gude has 18 years of academic, industrial, and research experience in desalination, wastewater treatment, and biofuel sci-
entific and technological areas. He received his Ph.D. in environmental engineering and is a licensed professional engineer. He has published 
over 100 scientific research articles on desalination, water-wastewater treatment and biofuels research including 75 journal papers, 5 books, 
15 invited book chapters, 35 peer-reviewed conference proceedings papers, 20 technical reports, and 2 patents. He received recognition for 
his contributions to research and education from professional societies like ASCE, Chi-Epsilon, ASEE, and ASES.



22 HDS



HDIAC Journal • Volume 5 • Issue 3 • Fall 2018 • 23 www.hdiac.org

Alena James & Luther Lindler

Image Credit Photo Illustration created by HDIAC and adapted from Adobe Stock.

The 2014 Ebola outbreak in West Africa 
captured the nation’s attention, highlighting 
the need for improved biosurveillance at 
the border and identifying a capability gap 
in the United States’ homeland defense 
and security architecture. In response, 
the U.S. strove to fill knowledge gaps and 
operational capabilities by advancing ex-
perimental patient treatments and thera-
pies, strengthening the traveler screening 
process, and enabling a national strategic 
response framework for infectious dis-

ease—working with the United Nations and 
states of Liberia, Sierra Leone, and Guin-
ea to contain the epidemic [1]. Through 
the execution of Operation United Assis-
tance, the U.S. Department of Defense 
(DoD) dedicated more than $2.3 billon to 
the deployment of medical military per-
sonnel, research labs, hospital beds, and 
other necessary medical supplies to help 
more than 28,000 West Africans affected 
by the outbreak [2]. In addition, the Centers 
for Disease Control and Prevention (CDC), 
Department of Homeland Security (DHS), 
and West African governments implement-
ed traveler health screenings at ports of 
entry (POE) to fortify border security and 

contain the spread of the virus. 

To enact a risk-based screening process 
at domestic POEs (see Figure 1), officers 
from U.S. Customs and Border Protec-
tion (CBP) assessed travelers entering 
the country for potential exposure to Eb-
ola. High-risk travelers—including those 
entering from the three affected African 
states [3]—received an enhanced health 
screening, in which a non-contact infrared 
thermometer was used to measure their 
temperature. Travelers with temperatures 
greater than 100 degrees Fahrenheit were 
assessed further and then advised to seek 
medical care [4–10]. 
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In October 2014, after CDC confirmed the 
first case of Ebola in the United States, 
CBP began to implement an enhanced en-
try screening program. In the first 30 days 
of the program, CBP officers screened 
1,993 travelers from Guinea, Liberia, and 
Sierra Leone. CBP referred 86 of those 
travelers to the CDC for a more inten-
sive health screening [3]. Of those, sev-
en asymptomatic individuals were sent 
for further medical evaluation [3]. While 
deployed, U.S. military personnel serving 
in Operation United Assistance were also 
monitored daily for exposure symptoms 
[11, 12].  

Before re-entering the U.S., non-symp-
tomatic DoD personnel received addition-
al medical screening and were placed in 
controlled monitoring for 21 days [11, 12]. 
During this time, military personnel with no 
known exposure were assessed for febrile 
symptoms, measuring their temperature 
twice daily [12]. DoD civilians supporting 
the deployments (but without known expo-
sure) were permitted to either voluntarily 
participate in DoD’s controlled monitoring 
protocol, or follow guidance from CDC, 
state, and local public health authorities on 
the active monitoring of Ebola [12].

During the outbreak, border screenings of 
travelers were essential to preventing the 

biothreat from spreading to other countries 
[13]. More than 38,000 travelers enter-
ing the U.S. underwent enhanced Ebola 
screening [14]. Apart from the results of 
traveler questionnaires taken during CBP’s 
secondary screening stage, the only other 
determining risk factors were symptoms of 
infection—namely an elevated tempera-
ture. Of the 38,000 travelers screened in 
this manner, 2,975 returned positive re-
sponses to the questionnaire, 81 travelers 
presented elevated temperatures, 2,996 
travelers were referred to tertiary screen-
ing, and 49 travelers were sent to medical 
facilities for further assessment [4]. 

Viral hemorrhagic diseases like Ebola can 
be spread via direct contact with bodily flu-
ids—including saliva, sweat, blood, vomit, 
and waste excrement [15]. Presentation of 
high fever is actively used to confirm out-
breaks at POEs, as fever can be an indica-
tor that a traveler’s body is experiencing an 
infection. Even so, fever cannot be used as 
a diagnostic marker for specific pathogens 
or diseases, because it is a common clini-
cal symptom. 

However, the only diagnostic tool currently 
available for secondary screening in CBP’s 
tiered process is a thermometer. The Ebo-
la outbreak reinforced the need to deliver 
a field-deployable diagnostic test capable 

of rapidly and non-invasively screening 
pre-symptomatic travelers for diseases of 
concern. 

Development of a diagnostic tool for this 
stage could expedite the screening pro-
cess, improve response times for positive 
tests, and provide public health officials 
with better information than current ques-
tionnaire- and temperature-based tools. 
Moreover, with a severe biothreat like Eb-
ola, the use of non-invasive diagnostics 
is critical for protecting medical screening 
officers (and other travelers) from expo-
sure. Non-invasive sampling collection 
techniques are defined as such because 
they do not penetrate through the skin. Ex-
amples include nasal, oral, and epidermal 
swabs, or the collection of breath samples. 

Required characteristics for an effective 
POE screening device include: a high de-
gree of portability, user friendliness, du-
rability, non-invasive sample collection, 
generation of minimal hazardous material 
during the analysis process, accurate di-
agnostics for multiple diseases in less than 
60 seconds (a standard benchmark for 
“rapid” analysis), and the ability to detect a 
pathogen in an asymptomatic traveler. 

This article reviews four distinct tech-
nologies that can be applied to improv-
ing research and development (R&D) in 
the field of rapid diagnostics. These four 
technologies include nucleic acid-based 
detection technology; antigen-antibody 
binding-based detection technology; vol-
atile organic compound-based detection 
technology; and infrared light-based detec-
tion technology. A review of the literature 
suggests that current R&D for improving 
the performance of rapid diagnostic tests 
is focused heavily on tests rooted in nu-
cleic acid-based and antigen-antibody 
binding-based detection technologies (see 
Figure 2) [16–19]. Less emphasis and at-
tention have been paid to the development 
of volatile organic compound-based and in-
frared light-based detection technologies. 

Testing for Diseases of Public 
Health Significance

Four classes of disease can be closely 
monitored and detected using traditional 
screening practices (e.g., measuring tem-
perature, heart rate, or other symptoms). 
These four classes include infectious re-
spiratory, viral hemorrhagic, vector-borne, 

Figure 1. Risk-based screening process for travelers entering the U.S. During the 2014 Ebola 
Outbreak. This figure demonstrates the traveler screening process used to assess travelers 
to the United States during the 2014 Ebola outbreak [4–10]. 
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and gastrointestinal disease. Foreign na-
tionals seeking to enter the U.S. under 
immigration or refugee protocols must 
pass a medical examination as part of the 
visa application process, and those who 
present symptoms of what CDC terms 
“communicable diseases of public health 
significance” are excludable from entry 
[20]. Foreign nationals visiting or transiting 
through the U.S. who present symptoms 
of such diseases may also be examined 
before entry is granted. U.S. citizens re-en-
tering the country are not required to pass 
a health screening to gain entry, except in 
the event of an emerging disease outbreak 
posing a significant threat to the nation’s 
public health. 

Diagnostic tests vary in their approach to 
disease detection, but many are designed 
to target an analyte specific to a pathogen 
that can be bound to some form of a biore-
ceptor. After binding, a transducer can be 
used to amplify a signal that indicates the 
binding of the analyte to the receptor. Di-
agnostic tests designed in this manner are 
crucial for pathogen detection in vitro and 
allow medical professionals to select an 
appropriate treatment regimen. Diagnostic 
technologies also vary in their processing 
times, instrumentation reliability, and trade-
offs between specificity and sensitivity. 

Nucleic Acid-based Detection 

Nucleic acid-based detection technolo-
gies use genetic code to identify patho-
gens. While doing so, nucleic acid-based 
detectors will target chemical compounds 
within either deoxyribonucleic acid (DNA) 
or ribonucleic acid (RNA). Several technol-
ogies, such as reverse transcriptase-poly-
merase chain reaction (RT-PCR), PCR, 
and real-time PCR (qPCR), can detect 
and confirm multiple pathogens through 
nucleic acid amplification and quantifica-
tion. Many Ebola diagnostic assays used 
during the 2014 outbreak were developed 
on the principles of RT-PCR [21]. While 
these lab-based methods are the most 
accurate available, they require expensive 
instrumentation, a high degree of technical 
expertise, invasive sampling techniques 
(e.g., venipuncture), and lengthy process-
ing times (two or more hours) to operate. 
However, nucleic acid amplification pro-
vides a thorough analysis of the amplified 
products. Targeted amplification, combined 
with nucleic acid sequencing, can provide 
more detail about a biological agent, po-

tentially including its relationship to anoth-
er biothreat, or its susceptibility to medical 
countermeasures. 

Through technical R&D, the diagnostics in-
dustry has improved our ability to complete 
sequencing in a field-deployable (non-lab-
oratory) environment. For example, Oxford 
Nanopore Technologies Ltd. developed 
the MinION Nanopore Sequencer, which 
shows promise for use at POE. The Min-
ION has demonstrated its ability to rapidly 
sequence viral genomes during the early 
phases of an influenza pandemic [22] and 
during the Zika virus epidemic [23]; and it 
was used by researchers in Guinea during 
the Ebola outbreak to process serum sam-
ples from patients in real time [24]. Pow-
ered by a USB port, the MinION relies on a 
flow cell to analyze nucleotide bases and it 
can simultaneously run multiple samples. 
The sequencer can operate independent 
of an internet connection and process a 
sample within an hour. Using the MinION, 
researchers have conducted real-time bio-
informatics analysis in resource-limited 
areas such as the rain forest [25]. It has 
also been used in the rapid metagenomic 
detection of Chikungunya virus, Ebola, and 
hepatitis C virus in human blood samples 
[26]. These features make the MinION a 
promising candidate for border medical 
screening, if the requirement for non-inva-
sive sample collection is waived.

Reverse transcriptase-recombinase poly-
merase amplification (RT-RPA) is another 
nucleic acid-based approach for pathogen 
detection. These assays function by plac-

ing enzymes and the DNA or RNA sam-
ple of interest within a centrifuge to initiate 
the amplification reaction (which can take 
place at room temperature). RT-RPAs have 
been useful in the on-site detection of den-
gue virus in human serum samples [27]; in 
the laboratory-based detection of multiple 
strains of Rift Valley fever virus taken from 
virus cultures [28]; and in the on-site de-
tection of yellow fever virus taken from cul-
tures, mosquito pools, and human plasma 
samples [29]. These assays benefit from 
the fact that the reaction does not require a 
thermocycler, which minimizes assay times 
and expense. These assays have also 
been used to identify viruses in pigs such 
as type 2 porcine reproductive and respi-
rator syndrome virus [30],  and detect epi-
demic human norovirus strains in viral RNA 
[31]. Reverse transcription loop-mediated 
isothermal amplification assays employ a 
similar technique, and have been proven to 
identify Middle East Respiratory Syndrome 
Coronavirus in human samples [32].

Synthetic biology—the generation of new 
biological products like genes, cells, or 
enzymes using advanced bioengineering 
techniques—has also furthered the devel-
opment of nucleic acid-based detection 
technologies. For example, the devel-
opment of programmable RNA sensors 
has led to the production of paper-based 
methods for virus detection. Such methods 
combine RNA sensors, known as Toehold 
Switches, with a freeze-dried, cell-free pro-
tein expression paper platform [33]. These 
methods are capable of identifying Zika vi-
rus without reporting a false detection of 

Figure 2. Technological approaches for pathogen detection. This figure depicts existing  
technologies with the potential to further advance the development of rapid and non-inva-
sive diagnostic tests [16–19].
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the closely related dengue virus [33]. As a 
review of the literature indicates, R&D on 
nucleic acid-based detection technology 
continues to be the primary focus in the 
advancement of rapid diagnostic tests. 

Antigen-antibody Binding-based 
Detection

Relied on as diagnostic instruments since 
the early 1990s, antigen-antibody bind-
ing-based detection technologies work 
rapidly and are easy to interpret. The 
most relied-upon assays are Lateral Flow 
Assays (LFAs), which are relatively inex-
pensive and user-friendly [34]. Antigen-an-
tibody binding diagnostic tests use blood 
proteins (antibodies) to capture foreign 
substances from pathogens (antigens). 
Antigen-antibody binding is specific; this 
means that only certain antibodies can 
bind to certain antigens. For a disease-de-
tecting assay to function, strips are coated 
with pathogen-specific antibodies. Once 
a sample is applied, antigens flow toward 
the antibodies, which are coated in gold or 
latex particles. They bind and form com-
plexes that accumulate in a line, yielding 
a colorimetric result that indicates the ab-
sence or presence of the pathogen. LFAs’ 
user-friendliness and cost-efficiency make 
them appealing tools for medical screening 
in non-laboratory environments. 

However, LFAs can be limited in their an-
alytical capabilities due to sensitivity and 
specificity challenges. Many LFA test strips 
are singleplex, or single-pathogen-specif-
ic. This is problematic when attempting 
to detect the presence of unidentified (or 
multiple) pathogens. Recent efforts have 
produced multiplex LFAs capable of de-
tecting multiple pathogens simultaneously. 
Researchers have demonstrated the mul-
tiplex detection of 10 epidemic foodborne 
pathogens, including Escherichia coli, Sal-
monella, and Cholera [34]. However, multi-
plex LFAs face challenges like high levels 
of cross-reactivity (non-specific binding to 
antibodies), which can produce false pos-
itives among multiple pathogens [35]. Of-
ten used in environmental sampling, LFAs 
have identified the presence of biothreat 
agents like Bacillus anthracis [36]. Fur-
thermore, these types of tests have been 
integrated with the use of mobile devices 
(e.g., smartphones, tablets) in analyzing 
results. For example, Biothreat Alert Mul-
tiplex Strips, produced by Tetracore, target 
up to five different antigen targets at once: 

a control line, Yersinia pestis, Francisella 
tularenis, Bacillus anthracis, and Burk-
holderia. These strips can be read and an-
alyzed by Tetracore’s BTA Reader CX and 
BTA Reader TX phone or tablet add-ons to 
confirm the identity of the pathogens within 
60 seconds [37]. 

Given their limitations regarding sample 
collection and multiplex-use, LFAs are 
only moderately suitable for the biomedi-
cal screening of travelers at POEs. In com-
parison to nucleic acid-based diagnostic 
assays, LFAs are more cost-effective and 
require less scientific expertise for use. 
However, when used outside of a laborato-
ry environment, antigen-antibody tests are 
susceptible to factors that can compromise 
their reliability. Variables like temperature, 
light, and pH can compromise an LFA’s re-
sults. Assay performance is also affected 
by the shelf life and storage conditions of 
the testing reagents.   

Volatile Organic Compound-based 
Detection

Defined in a medical context, volatile or-
ganic compounds (VOCs) are small mol-
ecules produced by the body (and/or 
microbial pathogens) and liberated in bodi-
ly fluids like breath, urine, feces, and sweat 
[38]. Research on the viability of using 
VOCs as indicators for infections is under-
way, but the scientific literature has already 
recognized an association of several VOC 
arrays with specific diseases. Urinary tract, 
gastro-intestinal, fungal, and bacterial in-
fections, such as Mycobacterium tubercu-
losis, are just a few examples of instances 
where VOCs can be used as markers for 
the detection of disease [39]. Studies have 
also linked certain concentrations of ac-
etone in breath to diabetes mellitus [40]; 
increased levels of hydrogen cyanide in 
the breath of patients aged seven to 17 to 
lung infections induced by Pseudomonas 
aerugnosa [41]; and the presence of thio-
ethers in breath to Plasmodium falciparum, 
the protozoan parasite that causes malaria 
in humans [42].  

In addition, several VOC-releasing bacte-
rial pathogens—such as Staphylococcus 
aureus, Streptococcus pneumoniae, En-
terobacter faecalis, Pseudomonas aeru-
ginosa ,  Klebsiella  pneumoniae ,  and 
Escherichia coli—are being studied in or-
der to produce statistical models of VOC–
pathogen production relationships [43]. 

VOC analysis relies on the use of tradi-
tional chemical analytical technologies 
such as gas chromatography coupled with 
mass spectrometry (GC-MS) for compound 
identification. GC-MS is the gold standard 
for gas sample analysis, and it can analyze 
breath-borne compounds. Studies have 
used GC-MS in the detection of chemi-
cals like ammonia, which, when present in 
breath, correlates with Helicobacter pylori 
infection in humans [44]. Other types of 
spectrometry that can be used to analyze 
chemical compounds include ion mobili-
ty spectrometry (IMS), selected ion flow 
tube mass spectrometry (SIFT-MS), and 
proton transfer spectrometry (PTS). IMS 
and SIFT-MS can provide real-time mea-
surements of VOCs, and PTS has been 
used to detect VOCs associated with food 
spoilage-related bacteria [45]. All of these 
technologies provide a strong platform for 
the chemical analysis of gas samples. 

Electronic noses, or e-noses, are sensors 
used to continually detect the presence of 
VOCs in gas samples [46]. E-nose tech-
nology relies on electronic sensors to 
identify patterns and recognize odors, but 
also typically integrates traditional chem-
ical analyzers (like gas chromatography) 
into the system. Several e-nose devices 
are being improved upon or optimized for 
detecting the presence of disease-associ-
ated VOCs in human breath profiles [47]. 
Airborne chemical detection has already 
been deployed in efforts to interdict illegal 
substances and contraband at national 
borders [48], and tools for VOC detection 
are showing promise for use in the inter-
diction of human trafficking activity [49]. 
Recognizing that canines’ exceptional 
sense of smell grants them the ability to 
sniff out certain chemicals and biomark-
ers, researchers have undertaken studies 
to better understand the flow of air within a 
dog’s nose, to inform the development of 
better e-nose devices [50, 51]. 

Analysis of VOCs in human breath shows 
significant potential for swiftly and accu-
rately identifying travelers infected with 
a disease of concern during a medical 
screening. The release of VOCs in the 
gaseous phase makes these compounds 
a non-invasive means of sample collection 
[52, 53]. However, the release of relevant 
biomarker VOCs may not occur until a per-
son is in the very late stages of infection, 
making detection challenging during the 
pre-symptomatic stage. As additional R&D 
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focuses on exploring VOCs as markers for 
infectious disease, development of a porta-
ble, non-invasive VOC diagnostic tool may 
be plausible in the near future.

Infrared Light-based Detection

Like VOC sampling, infrared light also 
holds promise for use as a diagnostic 
technique—and it may be the most ideal 
technology for the development of a rap-
id, non-invasive detection device. Infrared 
light is often used in research laboratories 
as an analytical tool for determining the 
chemical components of solid or liquid 
samples. In comparison to ultraviolet radi-
ation or visual light, infrared light reflects 
lower energy levels when applied to a sam-
ple [54], thus decreasing the risk of dam-
age.

At present, no diagnostic test for an infec-
tious disease uses this technology in vivo. 
However, infrared light-based detection 
devices have been deployed as biosur-
veillance scanners and used to  detect fe-
brile symptoms when screening travelers 
during outbreaks. Infrared thermal imaging 
scanners were used, with varying levels 
of effectiveness, to identify travelers pre-
senting fevers during several seasonal flu 
outbreaks [55]; to complement other de-
tection measures during the 2003 Severe 
Acute Respiratory Syndrome (SARS) out-
break [56]; and during the 2014 Ebola out-
break. The use of infrared thermal imaging 
scanners and non-contact infrared ther-
mometers allows border officials to assess 
whether a given traveler may pose a risk of 
pathogen infection. However, it is import-
ant to note that non-contact thermometers 
have displayed limited efficacy in detecting 
the early stages of viral infections (such as 
influenza) in travelers [57]. 

Currently, engineers are working to apply 
this non-invasive technology to the devel-
opment of user-friendly medical diagnostic 
instruments. In an ideal rapid and non-in-
vasive diagnostic device, the instrument 
should be capable of directing light waves 
through the epidermal layer of the skin to 
detect the presence of a pathogen—with-
out damaging the body. However, this di-
agnostic capability is not yet feasible, and 
the body of scientific literature related to 
its maturation remains limited in size. Di-
rect application of infrared light to the body 
faces significant technical challenges, such 
as interference by dense physical features 

of the skin that inhibit optical analysis. Skin 
pigmentation and thickness all influence 
the propagation of light waves, which in 
turn impacts the accuracy of optical mea-
surements [58].  

While there is no light-based detection 
technology available for diagnosis in vivo, 
there is a laboratory technique used to an-
alyze samples for bacterial and viral pres-
ence. This technique, known as Fourier 
transform infrared spectroscopy (FTIR), 
uses vibrational spectroscopy to exam-
ine vibrations between molecules. FTIR 
relies on infrared radiation to analyze the 
chemical composition of samples, and it 
is the vibrational spectroscopic technique 
most widely used in bacterial detection 
[59]. FTIR technology can identify structur-
al information, like molecular changes to 
cellular components, allowing for the rap-
id identification of bacteria. To date, this 
technology has successfully detected E. 
coli O157:H7 in apple juice [60]; has been 
applied as a diagnostic and surveillance 
tool for cancer [61]; and has been demon-
strated as a rapid technique for the iden-
tification of bacteria like P. aeruginosa in 
sputum samples [62]. In addition, FTIR has 
also successfully sensed foodborne patho-
gens such as Listeria monocytogenes [63]. 

Studies are still needed regarding the use 
of FTIR in rapid diagnostics in the bio-
medical field. Some researchers have had 
success using near-infrared light waves to 
monitor glucose levels in individuals with 
diabetes (or susceptible to it) [64]. Scien-
tists have also attempted to use near-in-
frared light spectroscopy to detect and 
study viral or bacterial particles in model 
systems. In May 2018, scientists reported 
the use of near-infrared spectroscopy to 
detect Zika virus in Aedes aegypti mosqui-
toes [65]. Also, influenza and Ebola have 
been detected in serum samples via infra-
red light technology [66]. 

Because they are subject to the same chal-
lenges observed with nucleic acid-based, 
antigen-antibody binding-based, and VOC-
based detection technologies, infrared 
light-based detection is still costly and not 
well-suited for field environments. Even so, 
infrared methods require no sample prepa-
ration, and results can be produced quickly 
in the form of spectral images. More re-
search on integrating spectroscopy tech-
niques with disease diagnosis procedures 
may lead to hybridized diagnostic devices 

capable of non-invasively testing for a dis-
ease-causing pathogen, and providing an 
accurate diagnosis for further action.

Conclusion

The greatest challenge in developing a 
rapid diagnostic tool is designing a non-in-
vasive sampling technique that can reliably 
identify pathogen carriers before they show 
symptoms. Traditional oral or nasopharyn-
geal swab specimen collection remains the 
least invasive method currently available 
for sampling. However, this technique still 
subjects the sample to lengthy processing 
times. The use of swabs generates haz-
ardous waste, further increasing the risk 
of exposure and the spread of disease. 
The operational environment at a POE re-
quires safer techniques, less costly, more 
specific, and more portable technologies 
to improve the medical screening process 
of travelers deemed high-risk for exposure 
during a biological outbreak. The use of 
VOCs and infrared light-based detection 
devices hold the most promise for meeting 
these criteria.  

Travelers entering the country and war-
fighters returning to the U.S. after serving 
in areas with ongoing infectious disease 
outbreaks require extensive health screen-
ings to ensure their safety and to protect 
the country against an outbreak. Continued 
R&D in improved rapid and non-invasive 
diagnostic technologies may enhance our 
nation’s ability to prevent dangerous bio-
threats from entering the U.S., while pro-
viding timely and effective treatment for 
military and government personnel at risk 
of exposure.
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Major medical and technical advances in 
combat casualty care have significant-
ly improved the military’s ability to safely 
and effectively move wounded warfighters 

from tactical field care to in-hospital care. 
Studies have shown that wound infection, 
potentially due to insufficiently closed cu-
taneous closures, can be as deadly to the 
warfighter as the initial injury itself [1]. Con-
ventionally, surgical closure and treatment 
of tissue defects is achieved by sutures, 
staples, or wires, which are not sufficient 

for repairing defects in highly stressed 
elastic tissues. Therefore, the application 
of adhesives for certain types of wounds 
is essential. There are also other issues 
related to sutures or staples, including lim-
ited access to defect sites. Even in tissues 
that can be sutured, the use of adhesives 
may be necessary to allow for better seal-
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ing, such as in the closure of small stitch-
ing channels in a sutured artery wall. With 
these issues in mind, we aimed to syn-
thesize an inexpensive, highly adhesive, 
biodegradable and biocompatible naturally 
derived sealant—methacryloyl-substituted 
tropoelastin (MeTro glue) [2].

Significance and Applications of 
MeTro Glue

The fabrication of MeTro glue is based on 
simple and fast photopolymerization using 
blue visible light or ultraviolet light. This 
polymerization technique is an inexpen-
sive and technically simple approach to 
fabricate adhesives for particular surgical 
applications, especially those conducted in 
austere environments. During surgery, this 
sealant can be applied over the defect site 
as a liquid and rapidly cured—causing it to 
adhere strongly to soft tissues, stopping air 
and liquid leakages, and providing a more 
rapid time frame for tissue repair. 

Due to the presence of tropoelastin, as 
soon as MeTro glue comes into contact 
with tissue, it solidifies into a highly flexi-
ble and elastic gel. It can then be further 
cured at the defect site by a short, light-me-
diated crosslinking to form an immediate 
bond—taking less than 60 seconds to seal 
the defects. The elastic properties of this 
glue give it an extensibility of more than 
400 percent, which makes it a suitable 
biomaterial for engineering elastic tissues. 
MeTro’s improved extensibility and rapid 
curing time make it well-suited for a tactical 
combat care environment, where wounded 
warfighters must be swiftly stabilized, and 
where evacuation methods may make it 
difficult to keep wounds fully immobile.

There is no commercially available elas-
tic and biocompatible sealant that can be 
used suture-less for wound closure. Com-
pared to commercial sealants, MeTro glue 
has remarkably higher elasticity (i.e., Pro-
gel) and higher adhesion to wet tissues 
(i.e., fibrin-based sealants, cyanoacry-
late or Krazy glue). Also, the mechanical 
strength of MeTro glue can mimic native 
tissue, while some commercial sealants 
have insufficiently higher (i.e., BioGlue), or 
lower (i.e., hydrogel-based sealants) me-
chanical strength. 

In order to translate the application of MeT-
ro glue from animal to human use, our cur-
rent study specifically evaluated the in vivo 

performance of the engineered hydrogel 
sealant in a rat and porcine lung leakage 
model. The experiments proved that MeT-
ro is suitable for the sealing of significant 
pulmonary defects in large animals in the 
absence of additional suturing/stapling and 
facilitated fast wound healing. In terms of 
hemostasis, MeTro glue was sufficient in 
stopping mild hemorrhage from the gener-
ated rat and porcine lung lesions. 

Thorough investigation of the actual he-
mostatic potential of the sealant should 
be performed in adequate bleeding mod-
els, such as a liver laceration model. In 
this context, appropriate modification of 
MeTro glue may allow for the creation of 
an effective sealant with strong hemostat-
ic properties. Because pulmonary airways 
are a non-sterile environment, frequently 
evoking severe infections after lung sur-
gery or other wounds, antibacterial func-
tionality may be another desirable property 
of a pulmonary sealant [4]. This feature 
could be provided by including metal oxide 
nanoparticles, nanoparticle-carried antibi-
otic drugs, or antimicrobial peptides within 
the sealant. The next step is to test MeTro 
glue in clinical trials, in order to effectively 
investigate its functionality in a real-world 
setting. 

MeTro glue is a highly promising solution to 
the Department of Defense’s (DoD) grow-
ing need for novel and effective wound 
treatment strategies. According to recent 
publications outlining emerging require-

ments for combat causality care, there is 
a persistent need for medical technologies 
with minimal logistics footprints that can 
be used in austere environments [5]. Be-
cause each use of MeTro does not require 
supplementary equipment like sutures 
or staples to work, and has an estimated 
shelf life (at room temperature) of up to 10 
years, it can meet the need of low mainte-
nance supply chain trauma care solutions 
posed by the DoD.

Conclusion

MeTro glue has the potential for application 
as a highly biocompatible, elastic adhesive 
for use at each echelon of combat casualty 
care to reduce the mortality and morbidity 
associated with major wounds and inju-
ries. In the case of surgical applications, 
it can be used as a sealant/bioadhesive 
to seal wounds (e.g., lung, skin, arteries, 
heart, nerves, etc.) after surgery. In aus-
tere environments, it can easily be sprayed 
or pipetted onto the wound area for both 
superficial and deep injuries. Regarding 
the ease of synthesis and application, our 
results show that MeTro’s flexibility helps 
to minimize damage to adjacent tissue 
caused by avoiding mechanical compli-
ance mismatch. MeTro glue offers strong 
potential for use as a surgical sealant in 
commercialized contexts and combat ca-
sualty care.

M

Figure 1. Synthesis of MeTro glue and its application in various surgical areas.

Photo Illustration created by HDIAC and adapted from U.S. Army photo 
(Available for viewing at https://asc.army.mil/web/news-alt-jfm18-speeding-combat-casualty-care/).
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While most commercial progress regarding 
the development of wearable sensors has 
centered around the smart adaptation of 
existing mechanical, electrical, and optical 
methods of measuring the body [1], these 
sensor modalities are of largely non-specific 
biometrics that are difficult to interpret out-
side limited applications. 

For example, heart arrhythmias can either be 
an emergency or harmless, and directly mea-
suring concentrations of biomarkers such as 
C-reactive protein, Interleukin-6, or B-type 
natriuretic peptide can provide a more defin-
itive diagnosis of a heart condition. Although 
developing non-invasive chemical sensing 
of biomarkers is technologically challenging, 
these novel devices present the most signifi-
cant biosensing opportunities, including:

• monitoring chemical agent exposure 
by measuring the agent permeating 
through skin—like an internal dosimeter 
for toxins

• tracking human performance (both cog-
nitive and physical) in real time by mea-
suring biomolecular indicators of stress, 
resilience, or dehydration

• identifying individuals who have  
come into contact  wi th chemi-
cal or biological agents by mea-
suring specific biological markers 
secreted by the body, reducing 
conventional reliance on external  
measurements based on markers that 
can be washed away or confounded

Multiple components of the Department of 
Defense (DoD) have highlighted real-time 
physiological status monitoring (PSM) as 
a top-tier priority for their research and de-
velopment (R&D) and science and tech-
nology programs. The Army, Navy, and Air 
Force have set forth an R&D roadmap for 
Human Systems that focuses in part on de-
livering “technology capable of objectively 
measuring warfighter performance in oper-
ational environments,” that will enable “re-
al-time monitoring” of critical stressors on 
warfighters and their resulting physiological  

status [2]. In order to achieve these R&D 
goals, researchers must develop simple sen-
sors that may quickly, remotely, and non-in-
vasively perform biomarker measurements. 

M

Figure 1. Diagram of an advanced sweat  
biosensing device, including integrated  
localized stimulation of sweat (sweat on- 
demand), advanced wicking materials to 
work with tiny nanoliter volumes of sweat, 
and electrochemical sensors to continuously 
read biomarker concentrations.
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The Air Force Research Laboratory (AFRL) 
is a notable R&D leader in this space, spon-
soring multiple projects seeking to develop 
skin-wearable biosensing devices. For ex-
ample, in 2014, AFRL kicked off a multi-year 
development project in collaboration with 
the Nano-Bio Manufacturing Consortium to 
develop a wearable sweat-based biofluid 
sensor [3]. GE Global Research served as 
project lead, with industry partner American 
Semiconductor, Inc., and academic partners 
Dublin City University, the University of Mas-
sachusetts at Amherst, the University of Con-
necticut, and the University of Arizona. Early 
prototypes of the patch—which have been 
tested in the laboratory and in the field—fo-
cused on sensing sodium and potassium 
levels in sweat to continuously monitor hy-
dration levels [4]. The group’s ongoing R&D 
is focused on improving the patch’s reliability 
and stability, as well as extending its shelf life 
and incorporating additional measurement 
capabilities, like sweat rate sensing [4].

In 2011, ARFL launched a biochemical mon-
itoring research initiative in collaboration with 
the University of Cincinnati (UC) to advance 
the state of the art in biosensing by focus-
ing first on articulating its fundamental chal-
lenges. The team investigated the biological 
mechanisms behind how chemical analytes 
partition from blood and enter into secreted 
biofluids like sweat, saliva, or interstitial fluid 

[5]. For example, it was important to identify 
early on whether concentrations of the stress 
biomarker cortisol can be measured in sweat 
in order to monitor physiological status, sim-
ilar to how they are used in blood. The team 
also focused on enabling the controllable se-
cretion of fluids and chemical analytes, while 
also establishing methods for rapidly and 
efficiently capturing them in nanoliter-scale 
volumes for transport to sensors. 

The AFRL–UC team developed an open 
microfluidic platform made out of advanced 
wicking materials that uses open micro-chan-
nels to wick sweat up from the surface of the 
skin (see Figure 1). These channels cover 
only 10 percent of the biosensing device’s 
skin-to-sensor surface area, which allows the 
device to accurately measure analytes using 
substantially smaller volumes of sweat than 
previous designs. It also limits contamination 
of the sweat by dead skin cells—contamina-
tion that otherwise would decrease the de-
vice’s efficiency and ultimate usefulness to 
the warfighter. AFRL is working with Eccrine 
Systems, Inc., to test the feasibility of DoD 
adopting wearable biochemical monitoring 
on a large scale [6, 7]. As part of AFRL’s 
Tech Warrior 2017 training exercise, Eccrine 
Systems field-tested a biosensing device ca-
pable of continuously tracks and wirelessly 
reports sweat loss to profile warfighter risk of 
dehydration [6]. 

These devices may be used for other appli-
cations, the foremost of which is chemical 
sensing (whether in a continuous and/or re-
peated modality). It is impossible to imagine 
modern medicine without the ability to mea-
sure the presence, concentration, or func-
tional activity of analytes in biofluids, such as 
blood and urine. Commercially, however, it 
is not yet possible to do the same in a con-
tinuous and wearable format for any analyte 
other than glucose. To close the gap, Eccrine 
Systems is investigating whether cortisol can 
be monitored in sweat to continuously track 
levels of stress and recovery. 

To further benefit warfighter bio sensing ap-
plications, two significant areas of future 
research are investigated. First,  expanding 
capabilities in predictive modeling of ana-
lyte partitioning, with a goal of predicting 
how analyte concentrations change after a 
physiological event (toxin, injury, fatigue, in-
fection, etc.). The use of predictive modeling 
is likely to minimize the time needed to de-
velop biosensing technologies and perform 
on-body validation. Second, investing in new 
applications, which will invariably require 
new robust and specific sensors. Combined, 
these efforts seek to enhance DoD’s ability 
to continuously and accurately monitor the 
physiological status of its forces in the field.
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Three-dimensional (3D) printing is rapidly be-
ing adopted by many sectors, including the 
U.S. Department of Defense (DoD), given its 
ability to reduce waste, cost, and time related 
to traditional subtractive manufacturing pro-
cesses [1]. However, the advent of this technol-
ogy, and its ability to produce objects that were 
previously extremely difficult to manufacture, 
has raised security concerns [2, 3], and many 

organizations have also begun to question the 
role that 3D printing could play in weapons 
development—including weapons of mass de-
struction (WMD). 

For example, the U.K. Ministry of Defence 
(MoD) has acknowledged the advantages that 
3D printing may present to terrorist organiza-
tions and other non-state actors in regard to 
weapons proliferation [4]. In 2016, DoD re-
leased its Additive Manufacturing Roadmap, 
which stated that, “AM [additive manufactur-
ing] can be used to our advantage, and our 

adversaries can use it against us [5]." Director 
of National Intelligence Dan Coats echoed this 
sentiment in his 2018 Worldwide Threat As-
sessment when he remarked, “Advances in 
manufacturing, particularly the development of 
3D printing, almost certainly will become even 
more accessible to a variety of state and non-
state actors and be used in ways contrary to 
our interests [6].” During events convened by 
the United Nations in both 2016 and 2017, po-
tential challenges posed by 3D printing regard-
ing access to WMD were discussed, including 
an increased opportunity to “violate internation-

WMD
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al sanctions and export controls [7],” given that 
it is easier to acquire such weapons by printing 
parts that are otherwise difficult to obtain [8]. 
Although 3D printing techniques continue to 
be refined as the technology matures, security 
challenges remain largely unchecked. These 
concerns have already been made manifest in 
the development of 3D printed small arms [9], 
consequently raising questions as to what oth-
er potentially devastating WMD or weapons of 
mass disruption 3D printing may harbor. Some 
of these concerns, including cyber vulnerabili-
ties and counterfeit parts, have been raised by 

DoD and planned to be addressed as evidence 
by strategic objectives in DoD’s Additive Manu-
facturing roadmap (see Figure 1). 

Overview of 3D Printing and  
Additive Manufacturing

3D printing “is the process of making an object 
by depositing materials, one tiny layer at a time 
[10].” The term is often used interchangeably 
with additive manufacturing; however, addi-
tive manufacturing can include other types of 
processes beyond printing [1]. Additive manu-

facturing techniques, including 3D printing, are 
in a family counterpoint to traditional manufac-
turing techniques, known as subtractive (e.g., 
forging, casting, and milling), in which material 
is removed from an object until the desired 
shape is formed [1]. 

The process of 3D printing is rather straight-
forward (see Figure 2). An object is either dig-
itally scanned and turned into a digital file, or 
the design is directly created in a file. This file 
is imported into a machine that uses materials 
(e.g., metal powder or plastics) to build up a 

Photo Illustration created by HDIAC and adapted from Adobe Stock.
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3D object. Because the machine only uses the 
specific amount of material required to print 
each layer as instructed by the file, there is little 
to no waste. 

Additional benefits afforded by this technology 
include a lower demand for highly skilled labor, 
a reduction in physical space required to house 
machinery compared to traditional manufactur-
ing, and a decrease in the time required to pro-
duce objects. These benefits are also attractive 
to bad actors who may use 3D printing to more 
easily manufacture and distribute WMD—dis-
rupting traditional barriers to WMD proliferation.

3D Printing in Relation to WMD

The potential for 3D printing to create WMD is 
still largely unknown,  but most experts agree 
that it is currently unlikely that a WMD may be 
wholly constructed through 3D printing. How-
ever, components used to construct WMD 
can be 3D printed [3, 11-13]. Additionally, 3D 
printers and associated infrastructure (the tech-
nology itself) may be manipulated to, in effect, 
become weapons—more appropriately termed 
weapons of mass disruption [14]. This applica-

WMD

Figure 1. DoD’s Strategic Alignment of Objectives Regarding Development of Additive Manufacturing Capabilities [5]. (Adapted from Source: Department 
of Defense).
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tion of 3D printing for use in the development 
of WMD can be classified into three main cat-
egories: espionage, construction of a weapon, 
and interference with the 3D printing process 
(see Figure 3). 

Espionage 

According to MI5, “espionage is the process of 
obtaining information that is not normally pub-
licly available ... if this information is obtained 
by those with no right to access it, serious dam-
age can be caused [15].” Critical military assets 
manufactured by DoD laboratories and indus-
try partners alike increasingly rely on 3D print-
ing. Vulnerabilities in the printing process, even 
with restricted access, could allow this informa-
tion to be gathered in one of two ways: gaining 
access to computer-aided design (CAD) files 
or conducting a side-channel attack. First, in-
tellectual property theft is a primary concern. 
Since the CAD files used in 3D printing are dig-
ital, hackers could gain access to the blueprints 
of the item being printed, enabling the hackers 
to print these items or give/sell the CAD files to 
adversaries of the U.S. [3, 16-18]. Conversely, 
someone could easily scan an item and con-
vert that image into a CAD file that could later 
be used in the 3D printing process [16]. The 
ease with which items can be copied and 3D 
printed replicas can be fabricated is cause for 
increased vigilance regarding insider threats 
[3, 18].

Second, based on outputs created by the 3D 
printing process, it is possible to reverse en-
gineer a product—known as a side-channel 
attack. In 2016 and 2017, researchers at the 
University of California, Irvine, and Siemens 
Corporation published research supporting 
that each type of item printed on a 3D print-
er creates a unique pattern of “analog emis-
sions such as vibration, acoustic, magnetic, 
and power [19, 20].” These emissions create 
a unique fingerprint for each item, and captur-
ing these emissions makes it possible, through 
reverse engineering, to recreate the product 
being printed. 

Additionally, researchers at University at Buffa-
lo (the State University of New York) have also 
demonstrated that many of these emissions 
can easily be recorded using the sophisticat-
ed, sensitive sensors present in many smart-
phones [21]. Additional work by researchers 
at the University of California, Irvine, and 
Siemens Corporation  was able to show that 
through the use of a thermal imaging camera, it 
is possible to trace the movement of the printer 
nozzle, since intense heat is used to melt the 

material used to form the object [22].

Construction

Traditional barriers to creating WMD include 
export controls, limited access to specialized 
resources, time, scale of facilities needed, and 
volume of waste produced [23]. One of the key 
advantages, and also concerns, of 3D print-
ing is that it removes some of these barriers. 
Several key components of a WMD could be 
printed [11, 13], including delivery vehicles/
components (e.g., missiles and engine compo-
nents), some payloads (i.e., chemical and limit-
ed biological), and supporting infrastructure to 
make the payloads or WMD (e.g., centrifuges 
for uranium enrichment). However, at this time, 
3D printing could not be used to print an en-
tire WMD or even all components (i.e., nuclear 
payloads) [11-13].

Many governmental, academic, and industrial 
organizations have conducted research re-
garding the 3D printing of rocket and missile 
components. Organizations, including NASA, 
Aerojet Rocketdyne, and SpaceX have all suc-

cessfully launched rockets comprised of small-
er 3D printed components, such as valves 
[24, 25]. Furthermore, in 2016, students at the 
University of California, San Diego, launched 
a rocket, the Vulcan-1, which featured a com-
pletely 3D printed engine [25]. 

Raytheon Missile Systems has already 
demonstrated it is possible to 3D print almost 
every component of a missile, including rocket 
engines, fins, and parts for guidance and con-
trol systems [26]. The technology continues 
to develop, which may allow soldiers to print 
and assemble missiles in the field. In terms of 
traditional concepts of WMD delivery systems, 
Lockheed Martin is exploring potential uses of 
3D printing for next generation intercontinental 
ballistic missiles [27]. 

The printing of payloads and support infrastruc-
ture is currently more complicated than the 3D 
printing of launch vehicles—thereby making it 
less likely to occur. One of the biggest debates 
over the past few years has been whether it is 
possible to 3D print an entire nuclear weapon. 
Researchers from academia and the non-gov-

Figure 2. Overview of the additive manufacturing process [2] (Released).
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ernmental organization sector with previous 
government and policy experience  agree the 
technology does not fully support the ability to 
print an entire nuclear weapon [11-13]. One of 
the key challenges is printing the core due to 
the complicated chemistries of uranium, pluto-
nium, and beryllium [11]. 

However, one crucial component, high-yield 
explosives, has been printed on at least two 
occasions at Department of Energy (DOE) 
laboratories —Los Alamos National Laboratory 
and Lawrence Livermore National Laboratory 
[28, 29]. To some degree, it is possible to print 
smaller components of nuclear weapons. It 
may also be possible to print parts of reactors 
[11] and centrifuges since additive manufactur-
ing technology improves every day. For exam-
ple, it is becoming possible to print with critical 
materials, such as carbon fiber and maraging 
steel, which are required in the construction of 
centrifuges [13]. 

A partnership between Lawrence Livermore 
National Laboratory and Y-12 National Securi-
ty Complex supports the National Nuclear Se-
curity Administration in finding new methods to 
update the nuclear weapons enterprise using 
additive manufacturing [30]. In addition, DOE, 
the Electric Power Research Institute, and var-
ious industry partners are exploring additive 
manufacturing methods to create nuclear re-
actor components [31]. 

Chemical and biological agents are more dif-
ficult to 3D print, but the technology is rapidly 
developing to accommodate these capabilities. 
For example, researchers at the Middlebury In-
stitute of International Studies in Monterey, Cal-
ifornia, explain that 3D printing may allow for 
the construction of tissues needed to perform 
toxicity testing for biological agents [32], and 
researchers from Louisiana State University 
estimate that it could be possible to print simple 
chemical weapons in 10 years [33]. 

Interference 

Interference can be more accurately defined as 
disruption, rather than the conventional view of 
destruction. The interface of cyber-based and 
online controls with physical objects, known 
as cyber-physical systems, is becoming more 
commonplace, particularly among critical in-
frastructure sectors. Concerns regarding the 
effects of interrupting cyber-physical systems 
used in critical infrastructure can be traced to at 
least 1997, when the President’s Commission 
on Critical Infrastructure Protection reported 
that “disruption of any infrastructure is always 
inconvenient and can be costly and even life 
threatening [34].” 

3D printers are sometimes directly connected 
to the internet, are used in large-scale produc-
tion facilities that are connected to extensive 
computer-based control systems, and rely on 
digital files—making them vulnerable to attack 
[35]. Apart from security concerns related to 
cyberattacks that could shut down 3D printers 
used in the Defense Industrial Base and Crit-
ical Manufacturing Sectors [36], disruption of 
cyber-physical systems in manufacturing could 
lead to major disruption among other sectors, 
including the Nuclear Reactors, Materials, and 
Waste Sector; the Chemical Sector; and the 
Transportation Sector.

Concerns related to the manipulation of 3D 
printed parts in these critical sectors can come 
in three forms. First, bad actors could deliber-
ately manipulate CAD files so that crucial com-
ponents would fail during operation, leading to 
catastrophic error in a system [37]. Sabotage 
could occur by altering the printing orientation 
of the object or embedding defects into the ob-
ject [38]. This is a key concern within the avia-
tion industry as an influx of companies, such as 
Boeing, Airbus, and GE Aviation, are utilizing 
3D printed components [39]. In fact, this could 
also be a concern for military aircraft security 
as earlier this year, Marines aboard the USS 
Wasp successfully 3D printed a replacement 
part for an F-35B Lightning II [40]. Moreover, 
academic researchers demonstrated the ease 
of sabotage in 2016 when they altered the file 
for one of the propellers on a quadrotor drone, 
causing the propeller to fail during the test 
flight, crashing the drone [41]. 

Second, since many 3D printers are connected 
to the internet, or to a networked computer sys-
tem, several researchers have also theorized 
it is possible to hack directly into the printer, 
causing it to malfunction [37, 42]. This threat 
has been acknowledge by DoD, and devel-

WMD

Challenges Solution Performing Organization(s) 
Counterfeiting Embed quantum dots in ob-

ject
Quantum Materials Corp [48]

File tampering Hashing/blockchain Virginia Polytechnic Institute 
and State University [37]

Counterfeiting Add taggant to source mate-
rial 

Electric Power Research Insti-
tute [44]

Counterfeiting Micro/nano-strctured finger-
prints/watermarks

U.S. Department of Defense 
[5]

Sabotage/Counterfeiting/
Quality Control  

Mechanical and physical test-
ing

New York University and Uni-
versity of Texas[38]

Illegal access to materials Monitor online retailers Wisconsin Project on Nuclear 
Arms Control [43]

Sabotage/Counterfeiting/
Quality Control  

Three-layer verification Georgia Institute of Technolo-
gy and Rutgers University [49]

Sabotage/Counterfeiting/
Quality Control  

Piezoelectric transducer aug-
ment impendence-based 
structural health monitoring 

Virginia Polytechnic Institute 
and State University [50]

Sabotage Continuous monitoring of cur-
rent delivered to actuators 

University of South Alabama, 
Ben-Gurion University, Law-
rence Livermore National 
Laboratory, and Singapore 
University of Technology and 
Design [51]

Sabotage Digital audio signing Ben-Gurion University, Uni-
versity of South Alabama, and 
Singapore University of Tech-
nology and Design [42]

Weapons proliferation Explore possibilities for 3D 
printing weapons

Terrorist Explosive Device An-
alytical Center [47]

Intellectual property protec-
tion/Counterfeiting 

Spectral signatures InfraTrac, The Pennsylvania 
State University and the Uni-
versity of Maryland [52]

Table 1: Proposed methods for mitigating challenges of 3D printing in the development of 
WMD.
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oping safeguards to prevent cyberattacks on 
3D printers is identified as an objective in the 
DoD Additive Manufacturing Roadmap [5]. Fi-
nally, the ease of access to 3D printers and the 
materials they need to fabricate items makes it 
much easier for both legitimate users and un-
derground operators to produce parts intend-
ed for critical sectors [43]. Counterfeit parts, 
particularly in the nuclear industry, have been 
tracked for many years [44]. However, the 
advent of 3D printing will most likely improve 
the ease with which counterfeit parts can be 
produced, yielding parts whose flaws remain 
nearly undetectable. These counterfeit parts 
pose safety and security concerns as they may 
more readily enter legitimate supply chains [2, 
23, 45].

Research Gaps, Challenges,  
and Mitigation

A 2018 National Defense University study 
found that additive manufacturing will have 
a much greater impact than other emerging 
technologies on acquisition, production, weap-
onization, and delivery of WMD [46]. Because 
of this, many researchers and agencies are 
developing strategies to address critical safe-
ty and security gaps. These efforts have been 
placed into five categories by Fey [3]:

• Strengthening cybersecurity related to 
3D printers and supporting infrastructure

• Incorporating protective measures di-
rectly within software, hardware, and 
materials

• Adapting export controls to minimize 
the purchase and use of new 3D print-
ing technology and base materials that 
could be used to create WMD 

• Raising awareness of the new challeng-
es 3D printing brings to WMD prolifer-
ation

• Encouraging industry to impose 
self-regulation/best-practices regarding 
the responsible use of 3D printing tech-
nologies

The DoD acknowledges the cyber risks posed 
by 3D printers and has included objectives to 
strengthen this area in its Additive Manufac-
turing Roadmap [5]. Other areas of risk, such 
as sabotage and counterfeiting, are being 
addressed by researchers across academia, 
industry, and government, who are primarily 
investigating methods to embed identifying 
materials in 3D printed objects for easy detec-
tion of tampering (see Table 1). 

However, the use of 3D printing to circumvent 
export controls remains one of the most difficult 
challenges to address. Critical materials (e.g., 
maraging steel, titanium, and carbon fiber) are 
widely available for purchase online [43], and 
while the high-precision CNC machines need-
ed to create components of nuclear weapons 
are export-controlled, 3D printers are not. The 
technological ability of many 3D printers that 
use metal powders could be precise enough 
to print several components needed for nuclear 
weapons production [13]. 

Closing export control gaps is crucial to national 
security. In 2014, the FBI’s Terrorist Explosive 
Device Analytical Center (TEDAC) purchased 
a 3D printer to investigate the types of explo-
sive devices that can be made with printers 
and printing materials easily purchased online. 
This effort allows the agency to better under-
stand the capabilities that 3D printing may pro-
vide to terrorists and insurgents [47]. Actions 
such as TEDAC’s may support other agencies, 
including DoD, in understanding the emerging 
capabilities 3D printing brings to WMD prolif-
eration. It can also aid in the development of 
3D printing-specific counterproliferation tech-
niques. 

Conclusion

3D printing has already been used to create 
small arms that can fire bullets with relative 
precision [9], and additional uses in weapons 
development will continue to take shape as 
the technology advances. As the level of so-
phistication regarding 3D printing grows, so 
will the risk attributed to non-state actors in 
weapons proliferation and WMD creation. The 
DoD and Department of Homeland Security 
have both acknowledged these risks, but the 
rapid pace of technology development and 
existing policies that were created to address 
traditional WMD threats (i.e., nuclear weap-
ons made with conventional means) do not 
necessarily provide all the resources needed 
to mitigate new threats. However, DoD has 
acknowledged some of these challenges and 
is working toward solutions, primarily securing 
cyber-physical infrastructure and reducing the 
risk of sabotage.
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